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Why Controller-less ?

Unified centralized Management !

Centralized Troubleshooting
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WHY CONTROLLER-LESS ?
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Scalability and Reliability

History of Enterprise WLAN Aerohive®
NETWORKS
802.11b/a 802.11g 802.11n 802.11ac
1999 2003 2007 2012
Realized by

Autonomous APs
v' Scales linear (AP per AP)

v' Low Cost (no additional
Hardware)

> Limited Intelligence

> No Radio-Management/No real
Network Integration

» Hard to manage (AP by AP)

VVvyVv XX

Centralized Control
o Centralized Intelligence

Moore's Law

Cooperative Control

o Distributed Intelligence

Shared Control- and Data plane

All Enterprise Features

Like a distributed Super-Computer
Best-Path Forwarding & Redundancy
Load Balancing, Band Steering

Linear, unlimited, & cheap scalability
Easy to use and to manage

Private & Public Cloud Mgmt. Options

ANIAN

ASANENENENEN

Radio Resource Management (RRM)
Authentication & Key Management

WIPS, Location Services, L3 Roaming and more
More Design- and Complexity effort

Single Point of Failure & Redundancy expensive
Bottleneck and scales not so easy and cheap

Security, Manageability & Mobility
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How does it work? Aerohive®

NETWORKS

Wireless Wired ¥ i_- : i >.® i - -
N L ese

Network  Network policy Reporfing Heat  SLA

Configuration Maps  Compliance

HiveManager NMS

With Cooperative Control,
clients can securely

and seamlessly roam
across the WLAN




Architectural Alternatives Aerohive®

NETWORKS

Redundant Centralized Data Forwarding & Fully Distributed Forwarding & Control
Control HQ -
-_Jb‘]_/? ] Controller e :| High Performance
'\QAEQ ; Highly Reliable &
~ elc Cost Effective
NMS . _ More Reliable i
WAN But Expensive = Avuthentication
| = Auto RF
[- ] $ L] L2/L3 Roaming
[ Controller - QoS

Controller

> WIPS / Rogue Detection
.3 5 Aerohive
.(_3 Centralized Data Forwarding & Control Distributed Forwarding with Centralized Control
“ _Jl_}.]_/" ) ] Controller Or Canmiiallar

Controller in the

\,% * Data Center

Controller in the _
Cloud J

Controller Failure .
= WLAN Failure »  L2A3-Roaming—
[ —Qes_
= B

™ ‘:o?\,«tg <+ Loss of conirol means they
k/ become expensive Fat APs

Perfformance & Cost Effectiveness
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Co-operative Control Aerohive®

NETWORKS

HiveManager (NMC)
Cloud-based or On-Prem

Intelligent
Access Points

802.11n AP 802.11n AP 802.11ac AP
2x2:2 MiMo 3x3:3 MiMo 3x3:3 MiMo
300Mbit/s 450Mbit/s 1,3Gbit/s

HiveOS HiveOS HiveOS
5.1r5 6.1r2 6.1r5
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Future-proot Architecture Aerohive®
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Cooperative Control Architecture

« Control Plane coordination between APs
 Implemented in Intelligent Software Protocols
« No Hardware Controller available / required
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Ceniralized versus Distributed Contirol

Shared Control Plane Processing

Over Provisioning
(Pay too much)

Under Provisioning
(Impact Performance)

Physical Controller (Virtual Controller)

Aerohive®

NETWORKS

Parallel Control Plane Processing

Processing &
Cost

@ ) (on’rrol Functions \

« User Authentication
* Role-based Access Control

+ Captive Web Portal and Guest

Access

+ Self-Tuning RF Management

»  Channel selection & power level

»  Client load balancing & band
steering

» RF Threat Protection and WIPS
+ Secure Fast Roaming (L2 & L3)
+ Voice over WLAN & QoS support

\ Dynamic Mesh Failover

Scalable Processing
(Pay for what you need)

Cooperative Control




Distributed (Controller-less) Wi-Fi Architecture -

Delivering simplicity, reliability and affordability Aerom!xoews
Management
Management within the Centralized cloud-based or

network only Local management

I
Redundancy :
I
Requires multiple controllers No single point of failure I
Local data forwarding..what Self healing mesh architecture :
do you lose¥ No controller tax I
I
Scalability and future proofing /,,.'\\
. . /w
Controller capacity? No feature licensing
A Feature licenses? Start small and grow
| R Distributed intelligence (\ D
\‘\% \ (FW, RADIUS, CWP, BYOD, Bonjour GW) :,///- n -\’ ‘-
Performance
\ ( Data bottlenecks No data bottlenecks w IR\.?
i QoS, Spectrum analysis..$$$ Service Level Agreements Nl
QoS & Spectrum analysis included '
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Enterprise Wi-Fi Features Aerohive®
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Mobility Distribution
SLA, QoS & Dynamic Layer 3 Load Band

Airtime Scheduling Roaming Balancing Steering

. ‘:
. \ 2.4 GHz
N *
‘ . § .
‘ . -
. .‘ll.lllllllllllllllllll

High Powered Radios, Layer 2 Resilient
Receive Sensitivity & RRM Roaming Mesh

ﬂ4
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Security and Authentication Features Aerohive®

NETWORKS

Captive Web Portal

Multiple CWPs able
to serve scalably
from every AP

Private PSK Stateful L2- L7 Firewall
MAC (

based firewall

Q@«-,,f . S'S\T\[L)J”'D'e USSFST same . Stateful TCP/IPﬂreonI (L3/L4)
T R easy but unique

xRy « L7 App Visibility & Enforcement
5‘(:2"@ %"@r revocable keys 0 y

« ALGs for DNS/FTP/SIP
Policy Based Client Isolatfion

Dlrectory Integration Remote Site Content Security
« Authenticafion support for
. Vs M Tube

common directory servers
* Eliminates standalone

RADIUS server

» Credential caching for
g remote/branch su%lvobﬂﬁy
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UNIFIED CENTRALIZED MANAGEMENT
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HiveManager Aerohive®
NETWORKS
| — — » Saas delivery of enterprise Wi-Fi and
HiveManager S 1oPology Branch On Demand Mgmt
T . » Per AP service / Customer domain
I’% = Reporting » Policy-based mgmt, topology, reporting, heat
= I  — maps, SLA compliance, and RF survey and
= ﬁ LR Heat Maps planning tools
= ta ‘v“ » Virtualized, resilient infrastructure
i SLA » Two modes — Express & Enterprise
Compliance , Role-based customer administration
- '-'““ » Seamless transition between online and on-
RF Survey  premise HiveManager
,- &Planner APs with distributed control and
data forwarding
» Minimal onsite hardware
Web » Pay as you go expansion
interface » No single points of failure!
FW WIDS » WAN outage does not impact WLAN Connectivity or
Functionality (Roaming, Auto RF, QoS,
ADIS % Authentication)
- Intelligent APs and branch routers
{ -~ s = (Integrated Firewall, RADIUS, QoS,
? aaaaaaaaaaaaaa VPN, Mesh)

7 7 MESH

Control <€====== » Data E———p
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Server Infrastructure and Connectivity Aerohive’
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* Infrastructure Customer A Customer B Customer C
» Uses HiveManager ; :
» AJAX interface ol
» Database virtualization ’ -
» Customer and system management back-end
provides support and customer automation
» Automatic system backup and recovery = E B = ==
HiveManager HiveManager HA
(optional)

* Network Connectivity Eﬁ m ﬁ

» AP initiates connection
» Requires no firewall configuration, just drop in the AP
» Traffic is secured using SSH and DTLS

» Policy and configuration is pushed to APs and
routers

» HiveManager monitoring / configuration not
essential fo WLAN operation due o distributed
control and data forwarding Customer

» No actual data traffic from managed Aerohive Sites
devices (APs and routers) is forwarded or traverses
the Aerohive Cloud Services Platform.

Public Network
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HiveAP Auto-Discovery Functionality

-3
Aerohive.
NETWORKS
Zero Pre-Configuration Needed!
Aerohive devices discover the
HiveManager and “Phone Home”
from anywhere in the world r)}@o _& 7 HiveManager 1U, 2U,
’ﬂf‘)%\ e illi* and Virtual Appliance
R
OQ\\O ©
Y\OQ N
APs and Routers ., © &
/ o
@066
L

Staging Server
Staging Server e
-
If Staging is not

configured, then
back to number 1

HiveManager Online

*Note: It is also possible to statically configure the HiveManager information, which disables the auto-discovery functionality
CONFIDENTIAL



Centralized Management Aerohivew.
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admin@msp.com

HiveManager

with Multi-Client Support
; admin@customer3.com
Customer 1 (uston:ii Customer 3

admin@customerl.com \

S

Enterprise Wi-Fi Enterprise Wi-Fi Enterprise Wi-Fi
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Planning & Monitoring Aerohive?®
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HiveManaq(

Enterprise

Home  Monitor Reports @a(.J.LI'\"8 Configuration Tools

gweltmaierx@web.de | MyHive Log Out
Topology ‘ View H Walls IM| Auto Placement Band | 5§ GHz :| Grid @ Measuring Tool Scaling Tool Zoom | 100%
—'DACH

+-Akademie

Berlin 0

AP Type | 802.11n 2x2 - AP121 (802. + | Channel | Auto : | Power | 15 Channel Width | 20 MHz

0 meters 10 20 60

= Duesseldorf

—-Bahnhofstrasse = =]
0G_D_Bahnhofstr '
EG_D_Bahnhofstras

+Muenchen

New Devices

Rogue Clients

Rogue APs

httns:/ fhm-amstS1-04_aernhive.com/hm/mans.actinn?aneratinn=tonaloav&start=135575787172 1 #tlm
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Planning & Monitoring Aerohive?®
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Aerohive:

Home Monitor Reports (7. [T./"8l Configuration Tools

Enterprise 5.1

gweltmaierx@web.de I MyHive | Log Out | Hel

Topology ‘ View H Walls H APs ’ Band| 5GHz  :| Grid @ Measuring Tool Scaling Tool Zoom | 100% =
= DACH Application | High Speed Connectivity + | Signal Strength | -70 + |dBm Remove All APs 11 A
+-Akademie
0 meters 10 20 30 40 50 60
Berlin 0 c : :
—-Duesseldorf F I e, - -
—-Bahnhofstrasse S~ =% o= ol = ;
0G_D_Bahnhofstr — - s AT 4 = }
EG_D_Bahnhofstras = ] RE 53] g ’J 5 s ]
+Muenchen = u: .: m - ‘.”
(e - (30 =
- = %)
e e
1 =5
10 = 3 —
. - . W AP121
E [r‘r llL -8 l I s 3] | I o
%Amm p—
1
J |
0 ) 5| = = - 5 ]
P == < ; . = = Rt B
20 | ] - )
" B API21[ Y | e =
g by - e
=) | — | st 4}
/S AP 121 ] AP 121
— o
i ) I | | ) I
New Devices 0 4 "
: i3 it i o | = 83 i
Rogue Clients 0 cm w0 o | oo p o @n
Rogue APs lol o0 35 L "
Alarms Hoo7 == — —
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Planning & Monitoring

€ c

(X bi#rs://training-hm3.aerohive.com/hm/maps.action?operation=topology&start

Aerohlve

LGN Configuration | Tools

Walls ‘

Aerohive®

NETWORKS

HiveManager®
Enterprise 5.0r3

HQ//admin @ Log Out... | Help...

Band |5GHz [v| Grid[¥] Measuring Tool ] Scaling Tool [[] Zoom|100% [+] 32
“Lworld AP Labels| IP Address [«] Clients[¥ RSSI[¥] Interference .
Operation... Nodes Locked [v| Rogues || Ethernet|v| Channels Data Rates '35. - 80 E] dBm
++APAC '
0 feet 50 75
+-EMEA 0 = = = = =
-iuUs =4 T
='HQ b} = |
Floor2 oD
Floorl P10.20.1.15
@ )
| 20" 3 joo g J o ]
| {_‘ F ] \ - = e ) -.cag
Global = ] | e 1. = '
VieW : S -iPhoneds —
1
25
Client —
I
F e b -
R AP i Z
ogue S— i
—
‘ = |
o _ Om .
= ; P10.20.1.12
" N
Y b3 ‘ w0 F] ——\ L
o MmN I\ '
3 '_;u
New Devices 0 iy || l= | = W Y = o |
N . 0 S (s 4] (s _a] s -a] (s =] | (5.8 8- 3] s (8. 3]
Rogue Clients — :
X . 10.20.1.0
Rogue APs [ BN - i - = % V 15 Jﬂ_ﬁ i
Alarms Bo o 16 10.10.1.0 == o = —-——

Auto RF  Airtime Scheduling

CONFIDENTIAL
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Dashboard - Network Summary

Device Groups

¥ Device Groups
¥ Locations
¥ Aerohive
¥ Sunnyvale, CA
¥ 328 Gibraltar
Floor 1
¥ 330 Gibraltar
Floor 1
¥ 16-18 West
Floor 1
¥ Network Policies
Data Filters

v

¥ SSIDs
AVC_Demo
¥ User Profiles
Contractors
Employees

Executives

New Devices

Rogue Clients

Rogue APs

Alarms

Unique Clients over Time

Heg S @
5
4
£
3 3
()
-E @ 2.4 GHz Clients
g2 B 5 GHz Clients
| I
| l l
0 < < < < < <
LN et et e e e
Top 10 Aerohive Devices by Unique Clients
13, 12:00AM - M : =y e
3
1
@ooo AH-821d40 —
' B scHz
Hio2 " B 5GH:

0 2 4 6 8
Clients Count
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Aerohive.

NETWORKS

[ Edit ) CD €D
Top 10 Aerohive APs and BRs by Client Usage

AH-821d40 —
B 2.4GHz
B 5GH:z
10 15 20
Usage (GB)
Bandwidth Usage over Time
Sl
1250
1000
w
8 750
¥ o
) — Tx Usage
5§ 500 — Rx Usage
R TR
250
0 < < < < <
LY\ Y-\ LY X L
AN 5 W oY 1 W oV




Dashboard - Troubleshooting

Device Groups

Locations
Aerohive
" Sunnyvale, CA
328 Gibraltar
Floor 1
330 Gibraltar
Floor 1
" Surrey, UK
16-18 West
Floor 1
Network Policies

Data Filters

Data Filters
SSIDs
AD_Demo

MDM-Demo
STARFISH
User Profiles

New Devices
Rogue Clients
Rogue APs

Alarms

@I @ Last Update: 2013-03-10 10:18PM
Top 10 APs by Channel Utilization

2.4 GHz Interference %

2.4 GHz Tx Channel %
B 2.4 GHz Rx Channel %
8 5 GHz Interference %

5 GHz Tx Channel %
@8 5 GHz Rx Channel %

25 50
Channel Utilization (%)

Top 10 APs by Retries

2.4 GHz Tx Retry %
B 2.4 GHz Rx Retry %

5 GHz Tx Retry %
@ 5 GHz Rx Retry %

2.5 5 7.5
Retries (%)

Aerohive.

NETWORKS

O S5 &5

Top 10 Aerohive Devices by Errors

2.4 GHz CRC Error %

2.4 CHz Tx Drop %

2.4 GHz Tx Retry %
B 5 GHz CRC Error %
@ 5 GHz Tx Drop %
B 5 GHz Tx Retry %

0 25 50 75
Errors (%)

Top 10 APs by Airtime Utilization

‘ Sy
AH-821d40
Demo-330-Down
AH-821b80
AP330-Demo
2.4 CHz Tx Airtime %
B 2.4 GHz Rx Airtime %
5 GHz Tx Airtime %
A\H-77f1c0 @ 5 GHz Rx Airtime %
AH-821dcC
Demo-330-Ups

0 0.25 0.5
AirTime Utilization (%)
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Dashboard — Application Visibility Aerohive!
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Top 10 Applications by Usage - Summary

Top 20 Applications by Usage

Locations a
Aerohive . =
Sunnyvale, CA Application Usage Usage Percentage  # of Users Top User
328 Gibraltar YOUTUBE 113.74 MB  23.67% 2 Sinclair Lewis
330 Gibraltar L )
Application Details Top 20 Users by Usage
Floor 1 )
Surrey, UK Appli YOUTUBE
pplication U
16-18 West User Usage # of Applications Recent AP Last Seen
Floor 1 Application Group Streaming Media E wis 11331 MB 1 AH-821b80  2013-03-06 09:00AM
Q Las 3 0:26PM
Network Policies m m
Data Filters 4 User Details Top 20 Applications by Usage
1
Data Filters Usage
SSIDs 4 User Sinclair Lewis Application Usage Usage Percentage #of Users Top User
1 Usage 392.03 MB 11331 MB  28.9% 1 Sinclair Lewis
AD_Demo 9 7418MB  18.92% 1 Sinclair Lewis
H H User Profiles Contractors 72.60 MB 18.51% 1 Sinclair Lewis
AVC_Demo Top 20 Applications by Us¢ 6059MB  15.45% 1 Sinclair Lewis
_ . Last Seen 2013-03-08 09:00AM 2414MB  6.15% 1 Sinclair Lewis
MDM-Demo 1477MB  3.76% 1 Sinclair Lewis
STARFISH 10.67 MB 2.72% 1 Sinclair Lewis
Application Usage Applic 7.78 MB 1.98% 1 Sinclair Lewis
User Profiles - 1 g 5.90 MB 1.5% 1 Sinclair Lewis
OIHERS 1.11 MB Networl 3.02MB 0.76% 1 Sinclair Lewis
1.64 MB 0.41% 1 Sinclair Lewis
New Devices 3 ) 3.09 MB Web S¢ 1.11 MB 0.28% 1 Sinclair Lewis
o v . ] 0.75 MB 0.19% 1 Sinclair Lewis
; {TTP
Rogue Clients 1 Lo UL 99.85 Web Se 0.56 MB 0.14% 1 Sinclair Lewis
- “ o MB | 4 053MB  0.13% 1 Sinclair Lewis
Rogue APs Booo ITUNES 74.58 Streami 0.19 MB 0.04% 1 Sinclair Lewis
i | MB PPPRYES A Aaa P Oletie | cerdin
Alarms Eio2 SSL 11326 WebSq | . .
. n MB Client Accessed by this User SSIDs Accessed by this User
cP 24.18 Networking A 3
MB
ubrP 5.06 MB Networking MAC Address Host Name Client 0S Usage Device Name SSID Usage # of Users
S— ) DC2B6184FA2A DC2B6184FA2A  iPod/iPhone/iPad  4.28 MB Demo-121 AVC_Demo 387.75 MB 1
YOUTUBE 113.74  Streaming| A4D1D2431A35 Pad iPodfiPhonefiPad ~ 35.60MB  AH-821dc0 ARC_Demo 4.28 MB 1
MB 64200CE9B132 64200CE9B132 iPod/iPhonefiPad  0.00 MB AH-821d40
FACEBOOK 12.92 Social Nety A4D1D2431A35 Pad iPodfiPhonefiPad  0.00 MB AH-821d40
E4CEBF2B7B44 E4CEBF2B7B44  MacOS 96.62MB  AH-77f1cO
64200CE9B132 64200CE9B132 iPod/iPhone/iPad  0.04 MB AH-821dc0
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Powerful User-Centric Configuration Aerohive®
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- Flexible mapping of SSIDs and

Users access to the network [ ——

-
» QoS Policy T ———

. . Configure network access, user authentication, and security for the s
) FII’GWCI” PO“CY SsiDs @D
A User Profile
oo .
AH-Guest Guest-CWP @ Guest-Profil @
» Mobility Policy I Y
Add/Remove
.
n n n m n AH-Employee Com-AD ) )
) \/ I—A N O d TU e | O p p | g E Q AH-Employee @ RA)g\US E;‘,’gl‘;}ee'm”e e 052)
WPAWPA 802.1X (Enterp:
. . AH-PPSK <PSK User Groups>
Ol ' ng po C “QAHPPSK @'V_ SK-Group AH-PPSK
) R -I- | | | y ARSI AH-PPSK-Group {defautt)

VLAN Settings 2D
G

- Configurations can be applied e
across any number of APs and v 2o v @
routers Click the Choose button to add a VPN t

Additional Settings @EEZID

- Enables easy large scale B O iy
management - a wide e
reaching change can be
pushed across a network in
seconds

CONFIDENTIAL
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Unified Wired and Wireless Policy Aerohive’
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Network Configuration

Conlfigure network access, user authentication, and security for the selected network policy.
Wi-Fi ssiDs EEESID One-Time Port Provisioning
Name (Access Type) Authentication User Profile KG nn bei einem Odel'

tausenden Devices

WPAWPA2 PSK (Personal)

3 Employees
Employees

“J -/
'Y 'S
=
g s
Switchi Management and Native VLAN Settings ED § t % l
WI C Ing MGT Interface VLAN 1 Native (Untagged) VL o E
VLAN-to-Subnet Assignments for Router Interfaces o o ‘
VLAN Network DHCP v \/ \/
1_ QS-MGT-172.18.0.0 (Management) Enabled None
Add
Rouﬁng Router Firewall (CEadD Bonjour Gateway EEEED
VPN 9 Firewal O QS-Bonijour-Service
Firewall
. Layer 3 IPsec VPN LD
Bonjour 4

Click choose to add a VPN to your network.

Additional Settings GED




Simpli-Fi Client Troubleshooting Aerohive®

NETWORKS

Configuration Tools gweltmaierx@web.de ’ MyHive ‘ Log Out ‘ He

Reports = Topology

iy Active Clients > '7056819D244D"

| Refresh || Deauth |
ot Maxte (((®))) Radio Health: 100
MAC Address L F  Network Health: 100
7056819D244D [ X ] Application Health: 100

System Details
Association Time 2012-12-17 16:28:30 Association Duration 6 Mins 58 Secs
IP Address 10.5.1.124 Radio Mode 802.11na
SSID/Security Object Aerohive_PSK RSSI -52 dBm

Signal-to-Noise ratio 45

User Name Device Name AP330-757700
Last Known transmit data rate (Tx BW) in Kbps 364500 Last Known receive data rate (Rx BW) in Kbps 405000
User Profile Attribute 1 CWP Used No
Auth Method wpa2-psk Encryption Method AES
VLAN 1 Channel 36
BSSID 00197775772A Client OS Mac OS
Email Address Company Name
Memo Station 7056:819d:244d is authenticated to 0019:7775:772a thru SSID Aerohive_ PSK

Statistics Details

Transmitted Data

0, 10000

0
- 8000

00
ol 6000
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Handling the Client Explosion: -

. @
RF Guru on the Help Desk? Aerohive:

NETWORKS

Client Health Score at a glance...understanding a client’s health.

Active Clients

Good connection

[Operation...][ Modify H Settings...
— High data rates & high
|| Health MAC Address IP Address Host Name User Name successful transmission rates
] 0015AFDB9EBO 10.16.8.6 your-ecfdcc5b29

001B7752E4F1 10.16.57  Akers-PC AEROHIVE)j Marginal connection

0027E4447386 10.16.5.28 iPhone marevalo

53T i —— Lower data rates / lower

..‘U'-N__ :

. successful transmission rates
0024D70A0674 10 70w

0026C68B2D8E 10.16.5.55
0024D7075344 10.16.51 SPHILIP-X201 SVFawe-
001EB52A658A 10.16.54 MAREVALO-T400 AEROHIVE\r

Poor connection

EEEE N

Low data rates / low successful
transmission rates

Automatically Remediate Client & Network Issues
* Move Clients %

» Band steer or load balance clients triggered by low client health
score :

 Airtime Boost
» Boosts clients’ airfime if unable to hit performance target
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Centralized Management Aerohivew.

NETWORKS

admin@msp.com

HiveManager

with Multi-Client Support
; admin@customer3.com
Customer 1 (uston:ii Customer 3

admin@customerl.com \

S

Enterprise Wi-Fi Enterprise Wi-Fi Enterprise Wi-Fi
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CENTRALIZED TROUBLESHOOTING
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Simpli-Fi Troubleshooting Aerohive®

NETWORKS

HiveManager®
rOU es oo Aerohiv . Enterprise  4.0r1
m U LULGIE Topology  Configuration  Tools ,O v, admin  LogOut ... Help...

Monitor Current AP: AH311c80 © Settings Interface: 24 GHz  Channels: 1.13 Time Remaining: 00:01:21 Retun BB Stop w32

LR

RF Problems
Spectrum Analyzer

Filter: v Expression.. Clear Apply

No. Time Source Destination Protocol Info -
369 49.999740 Aerohive_1b:8d:c0 Aerohive_1b:91:c0 LLC U, func=UI; SNAP, OUI Ox001977 (unknown), PID 0x0007
370 50.000201 Aerohwe 29:1d:40 Aerohive_1b:8d:c0 LLC u, func=ur1; SNAP OUI 0x001977 (unknown), PID 0x0007
b:91:c0 Broadcast LLC u, func=ur; OUI 0x0 u;" unknown PID 0x000

372 50. 000721 Aerohwe 1b 91:c0 Aerohive_1b:8d:c0 LLC u, func=ur; SNAP OUI 0x001977 (Unknown), PID 0x0007

1984 Aerohive_1b:91:c0 Broadcast LLC func=UI; SNAP, 0x00197 nkr PID 0x0007
374 50.308991 192.168.1.14 192.168.1.1 ICMP F.cho (ping) request (1d—0x9231, seq(be/'le) 23554/604, tt1=64)
375 50.316362 192.168.1.1 192.168.1.14 ICMP eEcho (ping) reply (i1d=0x9231, seq(be/1e)=23554/604, tt1=64)
M * 376 50.502196 IntelCor_4f:62:e8 JuniperN_9f:eb:4b ARP who has 192.168.1.17 Tell 192.168.1.23
pp icatnon rrooiems 377 EA EAB3E1 asmimanti OFsahidh rmealonn AF.E2ia0 ARA 409 A£0 4 4 Se as AAAELAFnhsAh
X
» Remote Sniffer
Recent Event of Interest Filter Prohe

DHCP session completed for station

m

Avuthentication o T [CPawe ] e —

cra——eromoere——ar—o SENE— g e e—— oo -
PrObIems 02-A-03a540 INFO Received 2/4 msg of 4 Dlay Handshake (at, if=wifi0. 11 4 Way handShake
02-4-03a840 INFO Sending 1/? msg of 4-Way Handshake (at if=wifi0.1) Com |eteS
H H 02-4-03a840 INFO Received 2/4 nmsg of 4-Way Handshake at A= wifiD.i
» Client Monitor JlozsLgaanid A G 62, T (Lo P P
02-4-03a840 INFO Received 2/4 msg of 4-Way Handsha}ce (ac if=w%iTi0.1) S — . -
,'| 02-A-03a840 BASIC Sta(at if=wifi0.1) is de-authenticated pecause of notilication of driver C||ent |S aSS|
{ 02-A-03a540 BASIC Rx auth <open> (frawme 1, rssi 101dEB)
02-4-03a840 BASIC Tx auth <open> (frame 2, status 0, pwr 1dBm) -
02-4-03a840 BASIC Rx assoc req (rssi 100dB) IP address
02-4-03a540 BASIC Tx assoc resp <accept> (status 0, pwr 1dBm)
VLAN Probe 02-1-03a840 INFO  UPA-PSK auth is starting (at if=wifi0.1) DHCP
02-4-03a840 INFO Sending 1/4 msg of 4-Way Handshake (at if=wifi0.1) I

02-4-03a840 INFO Received 2/4 msg of 4-Way Handshake (at if=wifiO.1
02-4-03a840 INFO Sending 3/4 msg of 4-Way Handshake (at if=wifi0.1

) NGTWOH( SeTUp 02-1-03a840 INFO Received 4/4 msg of 4-Way Handshake (at if=wifi0.1)
02-A-03a840 INFO PTK is set (at if=wifi0.1
02-4-03a840 BASIC Authentication is successfully finished (at if=wifi0.1
02-4-03a840 BASIC IP 10.5.1.176 assigned for station
02-4-03a840 INFO station sent out DHCP REQUEST message
02-4-03a840 INFO DHCP serwver sent out DHCP ACKNOWLEDGE mnessage to statioh
02-4-03a840 BASIC DHCP session completed for station
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Monitoring and Reporting Features
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Centralized Management Aerohivew.
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HiveManager

with Multi-Client Support
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