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Predstavitev UM

= Ustanovljena leta 1975
= 18000 studentov
= 1700 zaposlenih - —

+ 2 pridruzeni clanici _, Ll e




e 2
‘*ﬁ?g bi :
", 5 ¥
B oy & -
g r:',}ﬁ {%.r- &ﬂ i '8 7
- - [} "'-"'.-I__:Ia + 53 z 1 Parkwu ‘ I
PedagOSka fakUIteta 3'.5‘-; J'E’Eb, ' ?:%n kF;J:‘ - I HHHLAIIEE r.-'lau-;tn.-a ulica - N “:{
% Filozofska fakulteta < 0 i f Pravna fakulteta ‘m
:.m“ d . & = Kiskova e Razlago L1} —
Fakulteta za naravosIOVJe In matematlko “ue, % Ekonomsko-poslovna
ooy s ‘
A Mors fakulteta
e v % 8 T
=mna T; a?
”Drcih:a T T k - ;l'-’f'r I‘.tlnrl 'I:ITIII_-.‘:I ?\_-.-m E F‘..'a:':-l;;i by -
EF-'. =

Fakulteta za strojnistvo

Fakulteta za gradbenistvo -
wia Fakulteta za kemijo in kemijsko tehnologijo
Fakulteta za elektrotehnlko racunalnistvo in informatiko

3

H

@
Pubregka.mm&

licg Knezg ,n.::,,:_ha

-=|'.I'|,.-=-I %oy

Maror
cests  Sokalzka AT i
’.‘*;%* 3
| EQ&{‘_:_. gl B
E',-;.g "'I:'q_ . .
" Medlcmska fakulteta
-: ¥adg i E
ot
=] L
5 A i
]
o & 3
L. g, = . m
¢ Hiieg i‘-@- ‘ﬁl A" ! . s . - MEzy 2t </,
1 T s Tlirg, 3 B
; A & Oreg, & e & e & &
o -'5? ;aq' ] Ly _E- Tah o m I il
i Ca abor i i
&4 o
"I.E'-'.l' ﬁjj:‘ ey rjﬁ _'I"::I :‘:I
e L, & ﬁ""ﬂq} 1:95% 5 =)
) = - o
Yeg ® Gy, Fakulteta za zdravstvene vede
L &r"lln'jl_-\\ -‘g':'.‘- -g. l'I,r Bl 'H i {__::
P =y -



AN AN e

JeEuNnugam Fiirstepfeld

_ Murau Juc € -
\% | 53 Fakulteta Za kmetljske in b|03|stemske vede =

Obervellach  Krems e
Spittal an ; Wolfsberg & Zalaegoers

der-Drau fo :
SanktAndra

Steinfeld t

A o Volkermarkt
Dellach —
«Bakovci Lendava

A

A

- . Fakulteta za organizacijske vede os&
Gemona; : Radovlji;a h ob g;;u:n; Velgnj s 5
“del Friuli ' Bo?\inj Kamnlk g Varazdln
e toas s Fakulteta za logistiko _ Kopru
{o Zni Fakulteta za energetiko
Udine
oo ,3? So%en  Fakulteta za varnostne vede w /-
Gonz\'/a . B:Ajcovscma Ivanéna } Bjelgva
S N SN = Gores " Fakulteta za turizem
alLatisana  Monfalcon . 1 Los Novo Mesto"bamoooro S b 7 *«{3“90 Selo
' Trieste ST G Novi.Zagreb e lvani¢-Grad
ibione 5 llirska Kocevje Metlika “zapad | N
Koper Blsgrica °L|vold . {‘Q 2 ‘
Pirano, 9 (E61 | otevska_  Crome Kadalac =
'Zosa ' m hey\\/;/ oguga Resa o
Vmase D'az'ce : . Petrinja \Nc
iy Rueka N
Poreé Pazin ‘Opatlja 5 f Bosanska

: X N 'Crikv‘;emca , Ogulin {p—«‘v\\ FQQL&‘; |
IViCeo :
Do g o . _2 Slunj



Brezzi¢no omrezje UM |

Predstavitev RCUM

= Ustanovljen leta 1977
" Informacijska podpora akademski skupnosti

" Najpomembnejse storitve :

" Dostop do internetnega omrezja in njegovih
storitev

= Podatkovni center UM

" E-izobrazevanje (MOODLE, AIPS)
» Koordinacija IKT kordinatorjev
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Brezzicno omrezje - zdaj

GLAVNO VOZLISCE
RCUM

A
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Brezzicno omrezje - v prihodnje

GLAVNO VOZLISCE
RCUM
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Orodje za nacrtovanje - planning tool
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Priprava konfiguracij dostopnih tock

Maps [eILGITELLLE Tools Q' '

Network Configuration

Define the policy-level settings for all the users and devices in a network and whether the network contains only wireless devices or wireless and routing devices.

Choose Network Policy

Aerohive
+ RCUM Q
2 - Configure Interfaces and User Access 5 MOd‘fy NeTWOf'k Po“cy x
3 - Configure and Update Devices
MName* RCUM (1-32 characters)
Description Network Policy RCUM (0-64 characters)
What are the networking requirements for your deployments? Select all that apply.
Wireless Access Switching Branch Routing Bonjour Gateway
Add guest and employee Wi-Fi Manage wired traffic at a site Route your private network traffic Enable Bonjour Gateway to allow
access to your network. using Aerohive switches. to and from remote branch sites. Apple Bonjour across VLANS
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Priprava konfiguracij dostopnih tock

av

Network Configurafion

1 - Configure Network Policy - RCUM

Configure network access, user authentication, and security for the selected network policy.

SSIDs

Name (Access Type) Authentication User Profile
@ eduroam g 5o L @ EDUROAM
B WRAWPAZ 802.1X (Enterprise) AL (default)
Add/Remove
e m —Iiﬁ{.‘iﬁm ( ;@ oarry @ LIBROAM
- WPAPAZ B02.1X (Enterprise) RALIUS {defauff]
Add/Remove
- WiGuestum
") m WiGuestUM @ GUEST
B WPAMWPAZ PSK (Personal) (defautt)
Add/Remove
Management and Native VLAN Settings
MGT Interface VLAN MgmtWVLAN Native (Untagged) VLAN MgmtWVLAN

VLAN

@ eduroamVLAN

Assign VLAN

@ libroamVLAMN

Assign VLAN

@ GuestVLAN

Assign VLAN

11
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Priprava konfiguracij dostopnih tock

Tools Qv Avalil L=d o

['ET:E  Configur:

Network Configuration

1 - Configure Network Policy - RCUM

2 - Configure Interfaces and User Access

Upload the network policy and any necessary files. certificates. and user accounts to the selected devices. m
For a complete device configuration table, see Configuration = All Devices.
For detailed upload results, see Configuration » Device Update Results.

Devices fo Update Filter | CurrentiDetaut Policie:[~ | 4 B %

] Online Name MAC Address MgtO Interface Network Policy Version Updated Update Status &
CIAPs
0 @ wurwn oA EEAxI N ) RCUM PRI Conisuation R Q- Saenblridem i
0 @ - EE L TRERCS SN o BhRATT RCUM 6.2r1
Network Configuration
] @ ESITE L2 o EIZATD LE- N - RCUM 6.2r1
o @ BRI 4 1Ml hTRL RS RCUM 6.2r1 Update Devices

Number of Devices to Update: 2
Total: 4 ltems per

Configuration The number of devices whose configurations will be updated: 2

HiveManager automatically determines if a device requires a complete
or partial update. However, you can override this choice.

[] Perform a complete configuration update for all selected devices

Note: Rebooting a device is necessary to activate a complete update
but is unnecessary for a partial update.

itter  Current/Default Policie: E +E %

HiveOS d Update Status [ 1)

Number of devices on which HiveOS will be upgraded: 0
[O upgrade even if the HiveOSs versions are the same

m Advanced controls are available at Device Update

Options H 12/02/2014 11:40:01 AM

. L FrLIRERa] ot ] ES RE-E A LR

EE | RCUM 6.2r1 E 12/02/2014 11:39:32 AM

Total: 4 Hems perpage: 15 [+ M A 171 B B BB
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Priprava konfiguracij dostopnih tock

Maps e UHGITEIGLE Tools Q'

cevi ancerial

Network Configuration

1 - Configure Network Policy - RCUM

2 - Configure Interfaces and User Access

Upload the network policy and any necessary files, certificates, and user accounts to the selected devices.
For a complete device configuration table, see Configuration > All Devices.
For detailed upload results, see Configuration = Device Update Results.

Devices to Update

Filter

Current/Default Pohcie:E| + 5 x

] Online Name MAC Address Mgt0 Interface Network Policy Version Updated Update Status 3
[ APs
0 @ I PR TRRERCY RN 3 [T I RCUM 6.2r1 =3 12/02/2014 09:32:12 PM
0 @ wouien 97 A Elaxing TN RCUM 6.2r1 & 12/02/2014 09:32:10 PM
E @ adTTil P TR N IR F [ RCUM 6.2r1 =] 1200212014 09:32:10 PM
U LIGNRA ] d ] ia T
o @ Al A X L Monitor Reports Maps Tools Qv dwé coanm=arin Log Ou
Device Update Results Total: 10 ltems per page: 15 111
T
[[] Host Name NodelID Mgt0 Interface Update Type Update Start Time Update Finish Time Upload Rate Current State Action Update Result Description Virtual

[ LA SR

[ <Al

[ emam o 2A0= =t

[ = ER LS T I

[ b b C 1) B |

R385 F

LR B

=¥ T "2

Upload
Configuration

(Wizard)

Upload
Configuration

(Wizard)

Upload
Configuration

(Wizard)

Upload
Configuration

(Wizard)

Upload
Configuration

(Wizard)

12/02/2014 09-32:05
PM

12/02/2014 09-32:05

12/02/2014 09:32:05
PM

12/02/2014 09:32:05

12/02/2014 11:39:54
AM

12/02/2014 09:32:12

12/02/2014 09:32:10
PM

12/02/2014 09:32:11
PM

12/02/2014 09:32:10
PM

12/02/2014 11:40:01

Successful

Successful

Successful

Successful

Successful

Upload
Configuration:
The config
has be...
Upload
Configuration:
The config
has be...
Upload
Configuration:
The config
has be...
Upload
Configuration:
The config
has be...
Upload
Configuration:
The config
has be...

home

home

home

home

home
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Prikaz naprav in uporabnikov

Managed Devices ~ Unmanaged Devices

All Devices Autn Refresh Every 30 ssmndsm . Total: ltems perpage: 15 E dd1/1 F)p »

(i L e | e

D Audit Hest Name Alarm Mgt0 Interface External IP Address Tepelegy Map  Nede D Connection Deviee Mede Clients Uptime HiveQS Device Function App Signature File  Virtual HiveManager
& ¢ b @ N | " " TN i Portal 1 38 Days, 7 Hrs 38 Mins 45 Secs HiveD56.2r1a.1931 AP ver40.2 |
B b ® ~+ o rIlL L B i Portal 0 380ays 11 Hs 34 Mins 46 5em  HiveOSB.2r1a 1931 AP ver40.2 1

|:| ‘f L L @ B N - b R | - LR L § Portal 1 & Days 1Hrs32 Mins 13 Secs HiveD56.2r1a.1831 AP ver40.2 St

|:| J L ] @ "ERAV W ' | Fbrdy = | i Portal 2 14 Days 5 Hrs 48 Mins 32 Secs Hive056.2r1a.1831 AP ver40.2 "

|:| ‘f a1 d @ Lt | K JHL i Portal 3 14 Days, 11 Hrs 53 Mins 23 Secs HiveD56.2r1a.1931 AP ver40.2 nm

0§ e ® 1KLL "= cFrd - T i Portal 0 9Hrs 40 Mins 53 Secs HiveDS6.2r1.1924 AP ver40.2 it

Active Clients Auto Refresh Every 230 seconds |Z|

|:| Health MAC Address Loecal IP Address NAT IP Address Hest Name User Name Client 05 Location VLAN Type Last Two Hours Data Session Start Time Device Name RS5SI Signal-to-Noise ratic SSID/Security
B ooy i) EIFEIEA android-cdcBfaB0d91dd2e monms T - Android i wireless MM22014 09:49:25 AM Wl 05 -83dBm 11dB eduroam

|:| 1] gyl EJRSE L android-9d60c759b780a162 "t P Wt TR Android i wireless 11/24/2014 11:40:27 AM W0 " -80dBm 14dB edurcam

|:| A - et L R android-a20380077691529  mames =Tttt = Android i wireless 11/24/201402:00:21 PM BT " -7T9dBm 16dB edurcam

|:| A enry), KR R4 android-65d405ch2d4e5e53 Android o wireless 11/25/2014 10:08:59 AM Wl " "m -78dBm 12dB WiGuestUM

|:| . [ R ww woonn Rl e s Android i | wireless 11/26/2014 08:55:45 FM =fIF | -76dBm 13dB edurcam

|:| s =rEE K] LR scerf240e97492 Windows XP 1’ wireless  1.93 GB 12102/2014 08:59:58 AM  5fIF -40dBm 54 dB WiGuestUM

|:| B =1oniem KIEIR android-8b2cd279280bdde0t  meleew il cw = Android i | wireless 120272014 09:42:14 AM fIF | £3dBm 32dB edurcam

|:| B s s KLLILEN android-5fdficd031défb0a o T .- Android =1 wirgless 12022014 071715 PM 5fIF £3dBm 12dB edurcam
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adzorna plosca

Applications % Troubleshooting + =
Time Durstion: 1 Hour & Hours 1 Day
All Applications by Usage Top 10 Applications by Usage - Summary - 54
Application Last Calendar Day Last7 Days Application Group
BITTORRENT 5881GE 7235CE File Transfer B 215.00CE BITTORRENT
HTTP 2016 GB &7.87 GB 8 c5.00cE HTTP
S5L 818 GB 40.32 GB B 35.13GE SSL
STEAM CLIENT 1.e568 36.52 GB 34.23GB STEAM CLIENT
7.07 GB 32.59 GB 28.16GE UDP
FACEBOOK 596 GB 21.74GB Social Networking 21.52GE BLIZZARD GAME DATA FIL-
BLIZZARD GAME DATA FILES 171218 MB 2154 GB Games 3
AKAMAI 352GB 15.71 GB Web Servi B 20.00GE FACEBOOK
FTP DATA 58570 KB 16.19 GB Fila Transfer 8 15.15GE FTP DATA
BLIZZARD.COM WEBSITE 789,57 MB 13.48 GB Games 0 14.37GE AKAMAI
TCP 1179.40 MB 10.86 GB Hetworking @ 13.45GB ELIZZARD.COM WEBSITE
GOOGLE 240 GB 10.56 GB Web Services o Uusage (GE)
All 20 More
Top 20 Applications by Usage Top 20 Users by Application Usage
Application Usage Usage Percentage #of Users Usage
BITTORRENT 318.00 GB 46.78% 285 - 2544068 -
85.00 GB 9.58% 1222 B 2248 GB Tl
39.13 GB 5.75% 1385 2228 GB
34.23GB 5.02% 7 18.39 GB
28.16 GB 4.14% a5z = 17.12G8 E
215268 318% 7 1887 GB
20.00 GB 2.94% 1188 18,34 GB
15.19 GB 2.23% 12
14.37 GB 211% a9z . . .
e AR 5 Top 10 Aerchive Devices by Wi-Fi Client Usage
11.28 GB 1.68% 1501
10.62 GB 1.58% 237
990 GB 1.45% 145 -

| [FREY-T
sz

Cliants Count
=]
[
o
&
=]
]
=]

W iFod iPhona iFad
B unknown

730
500

B Andraid

Chroma

Linwx

Mas05 aa
B Windows Usage (GE)
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Client Monitor

Client Monitor

[ ey =

Associated Device

Client MAC Address sabbccdd

(=]
=]
Associated Device : |

Advanced Opticns

Client Location

Recent Event of Interest

Sta{at if=wifi1.3) is de-authenticated because of

Monitor Reports

Filter Probe

D Report client perfformance Aerohive.
. . NETWORES
informaticn Home Dashboard
Tools
Cancel
— FPlanning Too

Client Monitor
WLAN Probe

I — ——

Crder Im e b!.l' L:}g X ge Time E Device and Client Simulator

Server Access Tests

T —
Client Monitor

==

03:21:57 e S T Y
02:21:57 P L B T S
03:21:57 S Bl
03:21:-58 .
02:21:58 g
0a:21:58 LT Lt

(R THR T
pi

03-21-58 = E

0a3:21:58 . g
2 [ —

02:21:58 2 [ —

03:21:58 - =l

03:21:58 - s

02:21:58 g

PEERNERE R R R

Start'Stop Client MAC Address Associated Device Recent Event of Interest Filter Frobe
Start g g oo R el RN IF Bl Bl sssigned for station =
Status/Log Messages
Ovrder log entries by  Client MAC Address El Level Detail El Line 100 El mm Expeort
Stage Flter

(115} Ex as=oc reg (z==i 57dB)

(120} Tx a==cec re=p <accept> (=tatus 0, pw
(121} IEEEA0Z.1X aoth i= starting lat if=w
(122} Send mes=age to BADITU3 Server( 1
(123} Receive me==age from RADITUS Sexves:
(124) Send mes=age ©o RADITUI Server (mpm
(125} Aeceive me==age from RADITUS Server:
(126} Send me==age o
[127)Beceive message
(128} Send me==age to
(128} Beceive measage
(130} Send mes=age to
(121} Receive me==age
(132} Send me=zage o
(133} Receive message
(124} Send me==age toc BADITUS Serve= (FNEEE®
(135)Beceive message from RADITUS Server:
(13€) Sending 1/4 m=g of 4-Way Handshake [
(137} HBeceived 2/4 m=g of 4-Way Handshake
(138) Sending 3/4 m=g of 4-Way Handshake [
(138} Received 4/4 m=g of 4-Way Hand=hake
(140} PTE i= =et (at if=wifid.2}

(141} Authentication is successfully finis
(142} =tation =ent cut DHCP REQUEST mes=ag 7

e

-
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Client Monitor - log

A% P oIt BASIC
Ao F=lhal INFO
=% F TTFT DETAIL
A% F 111 DETAIL
B Fmlbal DETAIL
=r [ TTTT DETAIL
A% rF =1 DETAIL
EbaF=lhal DETAIL
=% F TTFT DETAIL
A% F 11" DETAIL
Edpo Fmlhal DETAIL
=F-°F TTFT DETAIL
A% o1 DETAIL
EbaF=lhal DETAIL
=T NPT DETAIL
A% P 1ntr DETAIL
B Fmlhal INFO
=7 F TTFT INFO
A% ot INFO
A F=lhal INFO
=7 F TTFT  INFO
A% P oIt BASIC
B Fmlhal INFO
=7 F TTFT INFO
A% I 1t BASIC
A F=lhal BASIC
ARES TEET  INFO

(120)Tx assoc resp <accept> (status 0, pwr 11dem)

(121)IEEEB02.1X auth is starting (at if=wifi0.2)

(122)5end message to RADIUS Server(ipulat mm wi): code=l (Access-Request) identifier=66 length=168,
(123)Receive message from RADIUS Server: code=11 (Access-Challenge) identifier=66 Tength=64
(124)send message To RADIUS Server(spo wr.tw.n1): code=l (Access-Request) identifier=67 length=369,
(125)Receive message from RADIUS Server: code=11l (Access-Challenge) identifier=67 Tength=1090
(126)Send message to RADIUS Server(mez ws.uz.r): code=l (Access-Request) identifier=68 length=171,
(127)Receive message from RADIUS Server: code=11 (Access-Challenge) identifier=68 Tength=1090
(128)5end message To RADIUS Server (apalcd.Em.ri): code=l (Access-Request) identifier=b9 length=171,
(129)Receive message from RADIUS Server: code=11 (Access-Challenge) identifier=69 Tength=1090
(130)send message To RADIUS Server(egalzn um 5i): code=l (Access-Request) identifier=/0 length=171,
(131)Receive message from RADIUS Server: code=1l (Access-Challenge) identifier=70 length=850
(132)5end message to RADIUS Server(vpalzi mm. si): code=l (Access-Request) identifier=71 length=305,
(133)Receive message from RADIUS Server: code=11 (Access-Challenge) identifier=71 length=127
(134)send message To RADIUS Server(apolon.um.si): code=1 (Access-Request) identifier=/2 length=293,
(135)Receive message from RADIUS Server: code=2 (Access-Accept) identifier=72 length=178
(136)sending 1/4 msg of 4-way Handshake (at if=wifi0.2)

(137)Received 2/4 msg of 4-Way Handshake (at if=wifi0.2)

(138)sending 3/4 msg of 4-way Handshake (at if=wifi0.2)

(139)Received 4/4 msg of 4-way Handshake (at if=wifi0.2)

(140)PTK 15 set (at 1f=wifi0.2)

(141)authentication is successfully finished (at if=wifi0.2)

(142)station sent out DHCP REQUEST message

(143)DHCP server sent out DHCP ACKNOWLEDGE message to station

(144)DHCP session completed for station

(145)1P 1=4.%. 5%, 88 assigned for station

(146)Rx <broadcast> probe req (rssi 550B)

User-Name=iL =1y [y s il @n wi NAS-IP-Address=1t 1.x. 112,90 Called-:
User-Name=gdL="4, THTTI0T 3¢ NAS-IP-Address=ib" B.dad ol Called-
User-Name=ik /i 1iwimam ol NAS-IP-Address=Ifa ® 1'% "N called-:
User-Name=iL =1y [y s il @n wi NAS-IP-Address=Th" B.9"8 " o Called-:
User-Name=gdL="4, THTTI0T 3¢ NAS-IP-Address=ib" B.dad ol Called-
User-Name=k ali 1 wimam W/ NAS-IP-Address=Id= ® 1'% "M called-:

User-Name=ik =1, lr ol @m w0 NAS-IP-Address="k" E.%"8 " 9 Called-¢

Sk e ge]l BASIC (3127)Tx assoc resp <accept> (status 0, pwr 11dBm)

TS TTET INFO (3128)wPa-PSK auth is starting (at if=wifil.3)

W m 1T 10 .1 INFO (3129)sending 1/4 msg of 4-way Handshake (at if=wifil.3)
Sk = gel INFO (3130)Received 2/4 msg of 4-Way Handshake (at if=wifil.3)
TS TTET INFO (3131)sending 3/4 msg of 4-way Handshake (at if=wifil.3)

W m 1T 10 .1 INFO (3132)Received 4/4 msg of 4-way Handshake (at if=wifil.3)
Sk =1gel INFO (3133)PTK is set (at if=wifil.3)

‘1" TTET BASIC (3134)Aauthentication is successfully finished (at if=wifil.3)
W m 1T 10 .1 INFO (3135)station sent out DHCP DISCOVER message

Sk = gel INFO (3136)DHCP server sent out DHCP OFFER message to station
TS TTET INFO (3137)station sent out DHCP REQUEST message

W m 1T 10 .1 INFO (3138)DHCP server sent Out DHCP ACKNOWLEDGE message To station
Sk e ge]l BASIC (3139)DHCP session completed for station]

‘1" TTET BASIC (3140)1IPp IM& M 11& I%% assigned for station

a1 m1= 10«0 DETAIL (3141)Rx <broadcast> probe req (rssi 42ds)

Sk =lmsl  BASIC (31427Tx probe resp {pwr 11dBm)
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Vprasanja

Hvala za vaso pozornost !
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