INCIDENT #74346
PHISHING SLOVENSKIH BANK
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Od skupno
279 phishing
napadov
use’ 9 jih je bilo

= 108 usmerjenih

na slovenske uporabnike,

171 pa podtaknjenih

spletnih strani
na slovenskih
streznikih
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PRVE PRIJAVE

s SI-CERT @sicert - Jan 23
Nov #phishing napad na uporabnike NLB Klik (glej sliko). Povezava vodi v
Rusijo. vni.si/ebanka

® NLB, 23. 1. ob 11:53
® NKBM, 23. 1. ob 12:55

Spostovan kupec.

Prejeli ste novo opozorilo.
Dostop do vaseqa racuna

Marko 9
f Pazite, danes se ne posiljajo fejk maili le za NLB, tudi glede NKBM. “sicent

View translation

o \/ o A4

® zatiSje Cez vikend

® NKBM, 26. 1. ob 09:52

Novo pladilo prejeto.

) 1Zjavo
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Sporocilo #96389711

Spostovani kupec.

Vvas radun zahteva dodatno preverjanje.
Kliknite tuka) za Ravnati v

http://pilateszone.com.br/dd/

Nova Bank@Net
T —= ——=
Obvestilo

Spostovani kupec.

Vas radun zahteva dodatno preverjanje.
Kliknite tukaj, da zaénete preverjanje.v

http://healthywhey.ca/dir/

Nova KBEM
To = ——=
Obvestilo

Spostovani kupec.

Prejeli ste novo varnostno opozorilo.
Dostop do vasega racuna' v

http://yaktash.ru/aq/
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//kominsystem.pl/nk/
//nheoubeauty.vn/op/
//yaktash.ru/aq/

//1launchmd.com/s1/ redlre Ct

//pfshop.ru/sk/
//Wiki.imz-medizinzentrum.de/a/

//consorziomoscatodiscanzo.it/www2/

//www.ppcss.fr/sp/

//www . elmax-wloszczowa.pl/wp-content/si/

//www . cvtslandscape.com/s1i/

//www . hospitaloccidentekennedy.gov.co/si/

//velta.hu/banknet/nkbm/
//rumoro.by/banknet/nkbm/
//www . 1tum.com.pl/banknet2/
//biztraining.sg/si/
//maniosdigital.com/si/
//1intersismet.com/si/

//wWww . pourlespme.com/si/
//pilateszone.com.br/dd/

//troi-food.ch/scripts/uploadify/si/

//Www.uesants.cat/si/
//yahvi.org/si/ http

://themovieforum.org/banknet/
http:
http:
http:
http:
http:
http:
http:
http:
http:
http:
http:

//pfshop.ru/banknet/ ‘andlng

//www.osni. fr/banknet/

//www.osnti. fr/klikotp/nlb/s1/1login3.html
//www.osnl.fr/splet/probanka.si/pls/login3.html
//hudkliniken.com/banknet/
//yousol.com.br/banknet/

//www . poweradvisoryllc.com/banknet/
//paletsmadrid.com/banknet/nkbm/prijava/loginZ.html
//mishtal.ru/si/
//www.wyroki.eu/si/skb.net/Default/login2.html
//www.wyroki.eu/epoti/
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rejected:

(kom@nova-kbms.si OR klikotp@nlbklik.si OR localhost@everservers.net OR
localhost@sitesZs|.sageisland.com OR noreply@abanka-net.si OR noreply@novakbms.si OR
noreply@novakbms1.si OR payment@probankasi.si OR pm@skbindex.si OR pt@novakmbsi.si)
NOT "-bounces”

23. 1. 2015, 11:14

28. 1. 2015, 19:40
!
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15446 sporodil
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6.118.227-static.reverse.softlayer.com
19%

slovenski postni strezniki
20%

mm.everservers.net
61%




PONUDNIKI

® obvestilo ¢lanom SIX

® obvestilo registrarjem - ponudnikom
gostovanja



TAKEDOWN

CERT-GIB Incident Response Team

To: Si-CERT

[Ticket#2015012710000197] RE: [SI-CERT #74455] Urgent: Phishing web si [...] Owwunbka 502

[An English message follows below] Cepsep He oTBeyYaeT. [oXanywucra,

Spascrayre, NOBTOPUTE 3anNpoc Yepes HEKOTOpPOoe
BPEMS.

CERT-GIB 6narogapuT Bac 3a ofpauieHue.

Homep Bawen 3assku 2015012710000197.

MoXanyhcra UCNoNbL3YATE 3TOT HOMED B AanbHEAWeM NS CBA3MU C HaMKU NO AaHHOMY WHUWAEHTY.

O6pawaem Bawe sHMMaHWE Ha TO, YTO BCE 3a5BKU PErucTpupyroTca u o6pabarniBaioTCa B NOPAAKE NOCTYNNEHUSA.
Mbl NPUCTYNUM K pewweHno Bawero sonpoca MakCuMansHO oneparueHO ¥ onosecTum Bac Kak TONbKO OH GyAeT pelueH.

Mpy Heo6XOAMMOCTH HaLW COTPYAHMUK MOXET CBA3aTLCA ¢ BaMu 4ONONHUTENBHO.

B cnyyae, ecnu Bawa npoGnemMa SBNSeTCA CPOYHOM U TpebGyeT He3aMeaIMTEeNbHOMO pelleHus, NpocuM Bac CBR3aTLCA C HaMu
no renedoHy +7 (495) 984 33-64.

310 coobueHne GbN0 CO34aH0 asToMaTu4ecku. Mbl 3auHTEpecoBaHbl B ONepaTtuBHOM paspelweHun Bawen npobnemsl.
Moxanyicra, He co3aasanTe AONONHUTENbHbLIX 3a880K NO AaHHOMY WHUMAEHTY — 3TO 3aMegnuT o6paboTKy yXe nony4eHHon
3ansKu!

C yBsaxeHuewm,
CERT-GIB

+7 (495) 984 33-64
response@cert-gib.ru
http://www.cert-gib.ru




SEZNAMI ZA
VARNO BRSKANJE

Suspected Phishing Site

The website you are visiting has been reported as a “phishing” website.

These websites are designed to trick you into disclosing personal or financial
information, usually by creating a copy of a legitimate website, such as a bank.

Learn more...

Ignore Warning Close Page

Report an error...




ankanet.zip

bankanet/index.php
bankanet/nkbm/index.php
bankanet/nkbm/prijava/login2.html

& 1.txt

U: FGRT0293
bankanet/nkbm/prijava/login2.php »|  P:193745323
10.3.18.2
v \-/‘__1—__-
bankanet/nkbm/prijava/pin/
index.html
2.txt
PIN: 123456789
10.3.18.2
bankanet/nkbm/prijava/pin/
login.php
3.txt
PIN: 9876543221
10.3.18.2

"-—__——“‘-_



O 00 N UL & WN =

<?php

include 'random.php’;

™

<html>

<script language='"javascript'>

var page = "prijava/login2.html?<?php echo $randomise; 7>" //the page to redirect.
top.location = page;

</script>

</html>



<?php

/// TIME
date_default_timezone_set('GMT');
$TIME = date("d-m-Y H:i:s");

/// COUNTRY
$PP = getenv("REMOTE_ADDR");

$J7 = simplexml_load_file("http://www.geoplugin.net/xml.gp?ip=$PP");
$COUNTRY = $J7->geoplugin_countryName ; // Country

O O N O UK & WN =

—
S

/// VISITOR

$ip = getenv("REMOTE_ADDR");

$file = fopen("../visit.txt","a");

fwrite($file,$ip." - ".$TIME." - " . $COUNTRY ."\n") ;

= e e
s W N =

/// RANDOM

$one = rand(10,1000000) . rand(10,100000);

$length = 100;

$two = substr(str_shuffle("012345678%abcdefghijklmnopqrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ"), @, $length);
20v| function tree($length = 100) {

21 return substr(str_shuffle("012345678%abcdefghijklmnopqrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ"), 0, $length);
224}

23 | $randomise = tree() . $two . $one;

24 | >
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MEDUI

PREVIDNO wiweet 0| [FRESAGI] 554 & @ 11
Pazite na bancne racune: Slovenija tarca
najbolj mnozicnega napada

Objavljeno: 27.01.2015 21:30 G Posodobljeno: 27.01.2015 21:31
Avtor: A. L., T. L.

Kljune besede: . NKBM, :.goljufija, 2« spletna banka, & Bank@Net,
++ spletno ribarjenje, J«zvabljanje, <« phishing

Tarée napada so komitenti Nove Ljubljanske banke (NLB), Nove Kreditne
banke Maribor (NKBM), SKB banke, Abanke, Unicredit banke in Probanke.




U: JKTREEE N

T: 8245987678
193.201.mm mm

U:
_____________________________________ T:
U: ROHUemmm 80.82.mm mm
T: 1111878556
193.201 . am mNE U: fuckyou
——————————————————————————————————— T: 1541214752
U: MAKOEEE®= 09.157.Em _HHE
T: 5123320880
86.58. mm mm U: sdfsd
———————————————————————————————————— T: sdfsddde33
U: ROHUREE® 64.122.um _EN
T: 1111474096
193.201.mm mm U: umbar
————————————————————————————————————— T: 1234567890
U: ROHUREm = 04 103. MmN _HEHHE
T: 1111996215 il
193.201.mm . mm U: kreten
------------------------------------- T: 1234567890

94.103.mm _EHE
U: idiot

T: 0987654321
94.103.mm _E N



SI-CERT @sicert « Jan 27

Vsem, ki nam posredujete phishing sporocila, se lepo zahvaljujemo.
Trenutno smo preobremenjeni, da bi se lahko zahvalili vsakemu posebe;.

2 2

ol SI-CERT @sicert - Jan 26

Poteka najbolj mnoziCen in sofisticiran
#phishing napad v Sloveniji. Zaenkrat tarCa 5
bank, pricakujemo jih Se veC: cert.si/si-cert-
2015-0...

‘ 69 ) 13

SI-CERT @sicert - Jan 26

~ SI-CERT 2015-01 / Val phishing napadov na slovenske banke cert.si/si-
cert-2015-01

5

SI-CERT @sicert « Jan 26

.@blazoncek Ravnokar prejeli obvestilo tudi o tem. Prosimo za
posredovanje sporocil na cert@cert.si. Hvala! @pu7r

3 View conversation



\a SI-CERT @sicert « Jan 28

" Vse naslove smo spravili tudi na sezname sumljivih spletnih strani, Ki jih
uporabljajo brskalniki. #phishing 2/4

Suspected Phishing Site

The website you are visiting has been reported as a “phishing” website.

These websites are designed to trick you into disclosing personal or financial
information, usually by creating a copy of a legitimate website, such as a bank.

Learn more...

Ignore Warning Close Page

Report an error...

3 3 View more photos and videos

\a SI-CERT @sicert + Jan 28

Odstranjene so vse #phishing spletne strani za slovenske banke, tako
tudi skoraj vse preusmeritve. 1/4

Owunbka 502

CepBep He oTBeyaerT. lNoxanywucra,
NOBTOPUTE 3anpoc 4Yepes HEKOTopoe
BpeMs.

4 2 View more photos and videos



vh SI-CERT @sicert - Jan 28

Vsem ki ste nam te dni posredovali #phishing sporogila, se zahvaljujemo.
Pomagali ste nam identificirati vedno nove spletne lokacije. 4/4

2 2

d SI-CERT @sicert - Jan 28
Tudi graf zavrnjeninh #phishing sporocil kaze
na konec tega vala napada na 6 slovenskinh
bank. 3/4
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5 2 View more photos and videos



INCIDENT #74346

® 34 prijav
® 42 preiskav
® 22 preusmeritvenih naslovov

® 12 "pristajalnih” mest



NASLEDNJIC

® skodljiva koda
® prestrezanje SMS sporodil
® proxy infrastruktura

® DNS preusmeritve



REZULTATI

® izboljsani odnosi z bankami in ZBS
® sestanek na GPU MNZ

® dopolnjeni interni postopki



OPAZANJA

® dober odziv uporabnikov (=prijave)

® stalno delovanje moti storilce

® nekateri ponudniki odreagirali

® spam blokiranje preko postmastrov

® .ru in .by presenetila (.fr razocaral)



