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On September 11, 2001 shortly after the
South Tower collapsed, an officer in a
police helicopter radioed to his
colleagues, “l don’t think this has too
much longer to go. | would evacuate all
people within the area of that second
building.”

Police officers inside the building and on
the ground proceeded to evacuate.

Most got out.

However, because their radios were not compatible with those of the police,
firefighters inside the tower could not hear the message.

121 firefighters died inside the North Tower when it collapsed twenty-one minutes
after the first warning was issued over police.(*)

cisco (*) Continuing Lessons of 9/11, http://www.nytimes.com/2004/05/20/opinion/continuing-lessons-of-9-11.html



Public safety Is a core
responsibility of any

overnment KEEP
gov .
Emergency responders CALM

require a secure network AND
to Improve response
times and enhance SAFETY
ituational awareness
. FIRST
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Voice communications has always been the
main mission-critical application
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But data communications are increasingly
being used to support a number of Public
Safety data-rich applications
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Security challenges have raised public
awareness and call for Public Safety
organizations capablility enhancements
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What is LTE and why Is
good for Public Safety?
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The Long Term Evolution K ciny

A GLOBAL INITIATIVE

2016 2020
’\
Ite >
« Multiple standards * Smooth evolution » Wider channels « TBD
« Fragmented evolution * More bandwidth * 1.2 — 3Ghps Throughput * 50Gbps downstream
« Incompatibilities * Always-on broadband * 1mS latency + Ultra-dense networks
* 200 active devices/ cell » Proximity Services + Massive machine scale
» Lower cost/ bit » Energy Saving
* Low Latency » Named Data Networking

* Traffic engineering

Throughput Strict QoS Mobility Egzztri‘ggd All 1P

* |Ideal DL 100Mbps  Radio latency < 10mS » Mobility up to 350kmh » Broadcast & Multicast * Any-to-any connectivity
5 bps/Hz + Control latency <50mS * Roaming with 2G / 3G * Enhanced bit rate L3VPN, L2VPN, TE

* Ideal UL 50Mbps * User latency <50mS » WiFi offload capability multicast « Standard interfaces
Ideal UL 2.5bps/Hz * Traffic pre-emption
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High Level System View

Microwave

Mobile SGi

Devices Spectrum Antennas peeew €NodeB MPLS

............................ Applications
Optical & Functions
User Equipment Evolved UMTS Terrestrial Radio Evolved GILAN
(UE) Access Network (E-UTRAN) Packet Core

(EPC)
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Packet Data
Network
(PDN)
eg. Internet



User Equipment (UE)

»  User Interface to network services and applications Wireless UE Maximum
«  Supports LTE uplink and downlink interfaces Specification Category DLbrate
*  Mobility & Session Management & Call Control into network (Mbps)

*  Monitors radios and conveys performance to network

MT TE

Mobile Termination Terminal Equipment

uICC

Universal Integrated

. . . Circuit Card
Communications Terminates Data

Functions Streams

USIM
» Basis of UE authentication and access
« Coded by network operator
* Unique user & network identifiers ({ !!r
 Preferred roaming network details Universal Subscriber
» Cipher keys paired to Network Information Module

LTE-A 300

7
8

1200

il
CIsCcoO

Maximum
UL rate
(Mbps)
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1920-1980 / 2110-2170
1850-1910 / 1930-1990
1710-1785 / 1805-1880
1710-1755/ 2110-2155
824-849 / 869-894
2500-2570 / 2620-2690
880-915 / 925-960
1750-1785 / 1845-1880
1710-1770/ 2110-2170
1428-1448/1476-1496
698-716 / 728-746
777-787 | 746-756
788-798 / 758-768
704-716 | 734-746
815-830 / 860-875
830-845 / 875-890
832-862 / 791-821
1448-1463 / 1496-1511
2000-2020 / 2180-2200
1626.5-1660.5 / 1525-1559
1850-1915 / 1930-1995
814-849 / 859-894
807-824 / 852-869
703-748 / 758 - 803
717-728
2305-2315 / 2350-2360
452.5-457.5 / 462.5-467.5
1452-1496

« LTE operates in licensed bands
« Bands licenses issued by country regulator
« Requirements / restrictions vary by market
* Availability — metro, urban, rural
* Applicability — anyone / industry / licensed carriers only

[
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* Variants — experimental, apparatus, types, classes
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« Acquisition — Fees, Auction, Sub-Lease (3" Party Authorisation)
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Cell-Based Reuse Increases Coverage and Capacity

NN [N
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Traditional Cellular LTE with Beamforming and
3x3 Pattern Inter-Cell Interference Coordination (ICIC)
Reuse = 1/3 Reuse =1
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Evolved Packet Core (EPC)

Evolved Packet Core

S6a
S\"\J\\\l\e m ................ HSS
\ =i
o S1U gy S5/58
~—
) Trusted S2a
WiFi @—— SaMOG
~~
'y’ Untrusted m S2b
Wik

MME — Mobility Management Entity

Control plane for UE’s connecting to the network
Session and subscriber management
Manages signaling for access to and security of E-UTRAN

il
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Control Plane
— User Plane

Idle mode UE reachability
Area list management
Roaming and Area handoff management



Evolved Packet Core (EPC)

Evolved Packet Core
PN

S6
S\'\\J\‘\l\em .......... a ..... H SS

X 1 Sl
S1-U S5/ S8

N S-GW

¢’ Untrusted _ S2b
WE Syle ey /. Control Plane
— User Plane
S-GW - Serving Gateway

*  Anchor point for mobile device traffic into the network »  Packet routing / forwarding
* Anchors sessions as they handover inter-nodeB * QoS packet marking (Uplink & downlink)

*  Lawful interception
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Evolved Packet Core (EPC)

Evolved Packet Core

S6
S\"\J\\\l\e m .......... a ..... HSS
\ :S11
- @ S1-U S5/S8
) Trusted S2a
WiFi @—— SaMOG

~—

wiri . EEERIESEY 000 Control Plane

— User Plane

HSS — Home Subscriber Server

* Database of user and subscription information *  Profile / Policy data
»  Cipher key pairs to published USIMs *  Network-terminal authentication
* Identification, Authentication & Addressing *  Roaming restrictions lists and Accessible Access Points
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Evolved Packet Core (EPC)

Evolved Packet Core

N _________SAEGW
= con
Trusted
e — R)— @&
—
'y’ Untrusted m S2b
wiri . EEERIESEY 000 Control Plane

— User Plane

P-GW — Packet Data Network Gateway

*  Anchor point for sessions into external IP networks * UE IP Address allocation
*  Policy enforcement »  Service level charging, gating and rate enforcement
»  Traffic filtering & downlink packet marking *  Can be combined with SGW in an SAE-GW
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Evolved Packet Core (EPC)

Evolved Packet Core

S6
S\‘,‘N\y\l}?m .......... SO HSS

\ : s11

- @ S1-U S5/S8

S-GW
>
T Trusted S2a
. C Jmmmmn S2VMOG
_
'y’ Untrusted m S2b
wiri . EEERIESEY 000 Control Plane
— User Plane
PCRF — Policy and Charging Rules Function
+ Defines and makes real-time policy decisions *  Provides links to online and offline charging systems
*  Maps user subscriber policy to PGW service treatment »  Supplies Traffic Flow Templates for bearers
»  Defines active subscriber experience *  Provides charging instructions to network
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Evolved Packet Core (EPC)

Evolved Packet Core

S6
S\'\\J\‘\I\Em .......... a ..... H SS

X 1 S11
S1-U S5/ S8

N S-GW

/’_‘\ S2a
Trusted
= SaMOG
—
S2b

wiri . EEERIESEY 000 Control Plane
— User Plane
SaMOG — S2a Mobility over GTP

* Interworking function between EPC and trusted WiFi *  Extends subscriber policy and authentication model to WiFi
* Allows Media Access Gateway (MAG) in Wireless *  SP authenticates users on the WiFi network (trusted)
controllers to be ‘seen’ like an eNodeB’s *  Uses Proxy Mobile IP to allow mobility to WiFi with same IP
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Evolved Packet Core (EPC)

Evolved Packet Core

S NNE m ....... S .. HSS
\ > Silil
o @ S1U gy S5/ 58
QTrusted S2a

~—

'y’ Untrusted !m S2b
wWiri . EEREEEEY Control Plane
— User Plane
ePDG- evolved Packet Data Gateway

* Interworking function to un-trusted networks (eg. WiFi) *  Uses Proxy Mobile IP when users roam to untrusted WiFi
*  Access from networks where the SP doesn’t authenticate *  Extends subscriber policy and charging to any network
+  Terminates IPSec tunnels to provide EPC access *  Mechanism used for Apple iOS8 WiFi Calling feature
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Well, why 1t is good for
Public Safety?
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Different Technologies & Same Technology &
Different Frequencies Same Frequencies

© 2014 Cisco a rights reserved. Cisco Confidential 21



Quality of Service

“LTE as a standard has more control over priority services, the ability to
pre-empt users and quality of service, than any other previous wireless
broadband technology”

Differentiated
Services Code
Point

Classifies packet
priority at network
ingress.

il
CIsCcoO

Default and
Dedicated

Established
between UE and
eNB.

Public Safety Communications Research, US Department of Commerce

eNB

QoS Class
Identifier

Specifies treatment
parameters and
service levels for
bearer traffic.

Traffic Flow
Template

Assign packets to a
QCIl and bearer
based on 5 tuple.

eNodeB MAC
Scheduling
Interface

Manages bearer
requests and
resources across all
UE’s in a cell.

Allocation and
Retention
Priority

Used to accept /
modify / drop bearers
in case of resource
limitation



LTE Bearer Constructs

=T =T
= =

QoS-Enabled Fixed IP Network

| | - UE LTE-Uu  eNB S1u S-GW  ssis8 P-GW SGi PDN NN
Evolved Packet System (EPS) Bearer Applications
Lo U External Bearer
\ (eg. VLAN)
Types Attributes
Default bearer - Non-GBR (Guaranteed Bit Rate) Non-GBR — UE-AMBR, A-AMBR (Aggregate Maximum BR)

Traffic Flow Template
ARP Allocation & Retention Priority
L-EBI (Linked EPS Bearer ID — default bearer)

il
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Dedicated bearers - GBR or Non-GBR GBR - GBR (Minimum BR), MBR (Maximum BR)



Traffic Flow Templates & LTE QCI

QCI Resource Priority | Packet Delay | Packet Error | Example Service
Type Budget (mS) Loss Rate
1 GBR 2

100 102 Conversational Voice

Subscriber Policy  or Local Policy

_PCRF g P-GW _

Pushed to UE and eNB o _
2 GBR 4 150 103 Conversation Video (live
K ¢ streaming)
8 GBR 8 50 103 Non-Conversation video

) (buffered streaming)
Traffic Flow Template
4 GBR 5 300 106 Real-time gaming

So_urce_: Address 5 Non-GBR 1 100 106 IMS signali
Destination Address on sighaling
Source Port e 6  Non-GBR 6 300 10° Voice, video (live
Destination Port streaming)
Protocol 7 Non-GBR 7 100 10°3 Video (buffered
QoS Class Identifier streaming)
Allocation and Retention Priority 8 Non-GBR 3 300 106 TCP-based (WWW,
Guaranteed Bit Rate messaging, file transfer)
Maximum Bit Rate
K j 9 Non-GBR 9 300 106 Best Effort

il
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Public Safety Specification Efforts

3GPP is defining new specifications and
requirements to support specific services
and architecture for Public Safety
deployments.

—
v

. ™

This standardization effort has started
with 3GPP Release 12 and continues A GLOBAL INITIATIVE
also in the new 3GPP Release 13

New specifications have been created and some existing ones are being
enhanced to accommodate the new requirements for Public Safety
“Mrarket.



New relevant 3GPP Specifications

' vl
Cisco

3GPP TS 23.468 Group Communication System Enablers for LTE
(GCSE_LTE); Stage 2

3GPP TS 23.303 Proximity-based services (ProSe); Stage 2
3GPP TS 22.179 Mission Critical Push to Talk (MCPTT); Stage 1

3GPP TS 23.179 Functional architecture and information flows to
support mission critical communication services ; Stage 2

3GPP TS 22.346 Isolated E-UTRAN operation for public safety
(IOPS); Stage 1



Group Communications and
MC-PTT
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Group communications with PTT features
are central capabilities in mission-critical
voice services

CCCCC



Group Communication Architecture

GC1 <—>» Application control information

Rx «—— Priority level, session information

PCRF

—— Bearer status information

k| .

SGi <—» Data related to GC1

2 SP-w cncioce  QESYNY
<«—— Downlink traffic (unicast)

—» Uplink Traffic

MBMS bearer mgmt
MB2 Group identity mgmt

BM-SC
<«—— Downlink traffic (broadcast)

Group Communication Service Application Server

* It provides a means for both one-to-one and one-to-many

In unicast mode, uses GC1 control signaling to derive the

communication S_erviceS _ priority level and communicates with PCRF on Rx interface.
*  Public safety devices use the GC1 reference point to «  The PCRF uses this information to create an appropriate
initiate, modify or terminate group communication sessions EPS bearer

*  The GCS AS makes the decision to use either unicast or In broadcast mode, the GCS AS uses eMBMS to deliver
broadcast mode for sending traffic. traffic to the public safety devices, via the MB2 interface.



MC-PTT Communication Architecture

/ RTP_packets
! UL/DEUnicast
: e

SIP eNodeB

Mission Critical Push To Talk Service

» The push to talk service for group communication is based
on multi-unicasting and broadcasting.

* GCS is a generic function for voice, video and data, MCPTT
IS a voice communication service.

A

RTP packets Dispatcher
DL Broadecast

@
§

eNodeB

Each sending device sends packet data traffic to a
dedicated mission critical push to talk application
server and the server then copies the traffic to all
the recipients



Proximity-based Services
(ProSe)
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Proximity Services

The Public Safety Network needs to support
communication between public safety users when the
devices are in proximity and even if the network is down
or when the device is out of coverage.

o ¢’

/ -

/ Connectivity
/ \
! \

ProSe Discovery UE to Network Relay
NN

cisco ©2014 Cis affiliates. Al rights ved. Cisco Confider 33

Connectivity
via other UE
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Isolated UTRAN Operation
For Public Safety (IoPS)
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loPS — Normal Mode

PLMN A
Broadcast EPC
PLMN IDs:
A, PS
: [ Backhaul
Commercial PLMN A
Subscriber
Broadcast PLMN PS
PLMN IDs: EPC
A, PS

-
-~
-
-----—-—_——

PSLTE
Subscriber AC 15 eNodeB
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loPS — Backhaul Failure

PLMN A
EPC

Broadcast

PLMN IDs:
X loPS PS
. EEWGET]
Commercial PLMN A
Subscriber eNodeB

PLMN PS
EPC

Broadcast
PLMN IDs:
_ IoPS PS
PSLTE
Subscriber AC 15 eNodeB
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Conclusions

- The evolution from current narrowband systems to LTE based public
safety will take several years and will happen gradually.

- During the transition period, public safety agencies are expected to
use existing TETRA and P25 systems in parallel with LTE based
systems.

- The first and the simplest step is to rely on TETRA and P25 in mission
critical voice and messaging, while LTE can offer enhanced data
services, potentially with slightly lower reliability.

- In the distant future we assume that TETRA and P25 technologies will
no longer be maintained and all public safety service requirements will
be fulfilled by LTE networks. Service interworking will be crucial in the

ase@volution to public safety solutions based on LTE alone.
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Mission Critical Push-To-Talk Services

Group Call © NS Messages - Group Call Group Call

(901 0) Group 1 3043 2016-03-31 13.0045 V{Qn'l N Rranin 1 (90" 0) GrOUp

| from Wikipedia article in this country has to
offer you can get it is the

2015-03-31 13:09:13
3043
" testing the world and its partners to be able

2015-03-25 16:40:02
3043
m ) #Group Object Push#
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