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The “Internet of Things" (loT) links intelligent machines, sensors
and analytics online to form a productivity-enhancing
revolution. By 2020, Gartner says it will connect 26 billion
devices (excluding PCs, smartphones and tablets).! The loT is
already under attack, and the following four scenarios highlight
the security challenge:

Industrial control systems

that run everything from utilities to factories now combine formerly

walled off operational technology and IT in new loT-based solutions,

potentially exposing fundamental infrastructure to threats that could
shut down cities or harm citizens.

Connected vehicles

stream the latest information and entertainment, but could fall victim to
hacker attempts to reprogram vehicle electronics, compromising passenger
safety or damaging automaker brands.

Unmanned aerial vehicles

("drones") play increasingly prominent roles in modern life, but their
wireless [oT connections are vulnerable to attack, allowing hackers to hijack
them for malicious purposes.

Connected retail

provides more insights than ever into consumer behaviors, but it also
opens up massive new amounts of customer data to attacks.
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I
“Open”

Easy to install
ﬂ3"
(Mostly UDP, TCP, IP)

i 5”

(Mostly Windows, Linux, OSX, iOS, Android)

20k seat enterprise
(Typical Enterprise)

All verticals have same Hardware/QOS supply chain

[ 2”

X86 and x64 by Intel and AMD
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“Closed”

Not open to new software after device leaves factory

Openness

Thousands of Protocols

(Hundreds in each vertical)

Protocols

Operating
Systems Dozens

(05) (Heavily fragmented by vertical)

100M “things”
(Typical Car Maker)

Scale

Fragmentation  Each verticals has different Hardware/OS supply chain

Chipset
Architectures

Many

8bit AVR,16bit MCU,32/64bit ARM,x86/64;12+vendors

© Symantec Corporation
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Japanese Smart Toilet Vulnerable to

Hackers

BY STEPHANIE MLOT AUGUST 6, 2013 11:56AM EST @8 2 COMMENTS

The Satis smart toilet, available in japan a whopping $4,200, is reportedly susceptible to cyber-attacks via a hard-

coded Bluetooth PIN vulnerability.
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My SATIS

(IS

SUSIRAT A LONESER I,
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Picture this: You're relaxing on the commode
with a good book and the encouraging sounds
of Wham!, when without warning you feel the
whirl of the toilet flushing or the squirt of the
bidet.

It could be a simple technological malfunction,
or perhaps the sneaky doing of voyeuristic
hackers.

The Satis smart toilet, available in Japan for a
whopping $4,200, is reportedly susceptible to
cyber-attacks via a hard-coded Bluetooth PIN

vulnerability. According to a Trustwave SpiderLabs security advisory, anyone
within range of the waste-disposal system can gain access to its control

functions.
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SPONZORJI PROJEKTA

> e 3
DRUSTVO UPORABNIKOV TELEFONA CISCO AKADEMIJA FERI
NA SEKRETU
POKROVITELS
VODJA PROJEKTA
http://cisco.ferium.si
http://wcream.um,s
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HACKING loT: A Case Study
on Baby Monitor Exposures
and Vulnerabilities



How to search the Internet of Things for
pPhotos of sleeping babies

Shodan search engine iIs a creepy reminder of why we need to fix loT security

by J. M. Porup - Jan 19, 2016 10:35am CET

(3 Shore |99 Tweet | @m cmon | 22 |

Shodan, a search engine for the Internet of Things (loT). recently launched a new section that lets
users easily browse vulnerable webcams.

The feed includes images of marijuana plantations. back rooms of banks. children, Kitchens,_ living
rooms. garages. front gardens. back gardens. ski slopes. swimming pools. colleges and schools,
laboratories. and cash register cameras in retail stores. according to Dan Teniler, a security
researcher who has spent several yvears investigating webcam Ssecurity.

"It's all over the place.” he told Ars Technica UK. "Practically everything you can think of."

We did a quick search and turned up some alarming results:

hilou Z015-12-16 23:57:02Z2
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Smart LED light bulbs leak wi-fi
passwords

By Jane Wakefield
Technology reporter

®© 8 July 2014 Technology

Security experts have demonstrated
how easy it is to hack network-enabled
LED light bulbs.

Context Security released details about
how it was able to hack into the wi-fi
network of one brand of network-enabled
bulb, and control the lights remotely.

The LIFX light bulb, which is available to
buy in the UK, has network connectivity
to let people turn it on and off with their
smartphones.

The firm behind the bulbs has since fixed

e The hackers posed as a new light bulb
the vulnerability. joining the network

Michael Jordon, research director at

Context, explained how he was able to

obtain the wi-fi username and password of the household the lights were connected
fo.
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Bloomberg Buslnessweek Reprints

January 14, 2016 — 913 PM CET f e

It was an unseasonably warm afternoon in Ukraine on Dec. 23 when the power suddenly
went out for thousands of people in the capital, Kiev, and western paits of the country.
While technicians struggled for several hours to turn the lights back on, frustrated
signals at their utilities’ call centers.

customers got nothing but busy

Almost immediately, Ukrainian security officials made claims about the cause of the
power failure that evoked futuristic concepts of cyberwar. Hackers had taken down
almost a quarter of the country’s power grid, they said. Specifically, the officials blamed
Russians for tampering with the utilities’ software, then jamming the power companies’

phone lines to keep customers from alerting anyone.

Bankof America %%
Merrill Lynch

Click to see why



DeepSec: ZigBee Smart Home makes for an open house UPDATE
11/21/2015 13:01 clock — Daniel AJd Sokolov ¢ ) read out

Demonstration of a commercially available ZigBee-door lock. Raspbee

supported by SDR board USRP B210 (left with white antennas). (image:
Daniel AJ Sokolov)

igBee wireless networks have for new knowledge of security researchers in
glaring safety deficiencies. The technique is used for example in the control of
door locks.

igBee makes energy-efficient mesh networks, through which can be devices

irelessly connect. While this is convenient, but obviously a lot of the current
generation of equipment is vulnerable to attacks. At least developed for Smart
Homes ZigBee Home Automation version 1.2 has a grotesque design flaws:
attackers can take over control of the networked devices.
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As seen In a medical device update utility!
#YesWeCan cc:@bobthebuilder
@scotterven @charley koontz

[+Husing |...

namespace Upgrade_Utility
1

internal class FileInterface

private static string[] _upgradelist;

private static bool _downloadKernel = true;
private static string _upgradeVersionKeyword = string.Empty;

private static string _upgradeVersionNumber = string.Empty;
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14 DEVICES
GOTTA HACK ‘EM ALL

Cameras

+ D-Link DCS-2132L

% Dropcam Pro

+ Foscam FI9826W
oﬂhings Baby M@E{)r

Thermostats

% Hive

+ Honeywell Lyric
+ Nest Thermostat
+ Nest Protect

L — —

Home Automation
+ Control4 HC-250
+ Lowes lris

+ Revolv

* SmartThings

V¥ Synack
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Mitsubishi CAHV

— Temp | acktank 47.6°C
(ZE 7.2°C Styrsignal till VP 37V
Beraknat borvarde VP 44.7°C
Férvarmt Varmvatten
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How to Hack WiFi Password from Smart Doorbells

£ Wednesday, January 13, 2016 & Mohit Kumar

GH 186 | [N 3k LIl 3453 ¥ Tweet 358 [ share (23| [EEIEIEN 4008

HACK Wi-Fi Password
from Smart Doorbells

Y4, END CALL

The buzz around The Internet of Things (loT) is growing, and it is growing at a great pace.

Every day the technology industry tries to connect another household object to the Internet. One

such internet-connected household device is a Smart Doorbell.

Gone are the days when we have regular doorbells and need to open the door every time the

doorbell rings to see who is around.



Ajdov kruh, é
Vnos cen izdelka

@ Ceno spremenite tako, da pritisnete na polje za vnos cene in s pomocjo

Ajdova mol

Jajca, mala embalaza (6kos)

Ajdovi « Cena (brez popusta):(0.30 |€

Cena (s popustom):|0.25 €

Jecmenova 1

Clear

tipkovnice na ekranu vnesete ceno. Vneseni ceni potrdite s pritiskom na gumb
"Potrdi", obstojeci ceni pa ohranite s pritiskom na gumb "Prekini".
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Tesla Motors Snags “Hacker
Princess” From Apple

February 18th, 2014 by Adam Johnstc

Tesla Motors recently snagged the “"Hacker Princess” away from Apple Computers, in a shroud
of secrecy.

Kristin Paget, who was able to choose her own title at Apple and chose Hacker Princess, said
on her twitter account recently that the new position was “something security-related” but
that she “shouldn’t say too much” publicly.

&9 Kristin Paget ¥ Follow
@KristinPaget

What has two thumbs and starts on Monday at Tesla Motors? This
girl right here ;)
7:36 PM - 7 Feb 2014

« 1322 €353

A rock star in the IT security world, Apple hired her in late 2012 as a security researcher. In
2007, Paget and a select team of hackers assisted in securing Microsoft Vista's operating
system. At Defcon 2010, she demonstrated the vulnerabilities in cell phone calls by using a
fake cell phone tower to intercept calls.
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Windows loT Core Starter Kit

Evaluate Windows 10 loT Core on an industrial platform today!

Windows® 10 loT Core has arrived on Toradex modules! Experience the new Windows Operating System with this special offer including a powerful Nvidia® Tegra 3 Colibri
Module with full Hardware Accelerated DirectX Graphics.

Microsoft Azure v~ DirectX v~ Industrial grade
Certified

Unparalleled graphics Industrial grade
Colibri T30 platform is experience with hardware for your
certified to run with hardware accelerated robust embedded
Microsoft Azure loT DirectX products

Microsoft Windows®10
Azure

PHEINSTALLED loT Core
ﬂ Windows 10 loT Core Technical
Certified Preview

Windows 10 loT Core offers a host of features that makes it an ideal choice for developing loT applications and compact connected devices.

« Universal Windows Platform (UWP)

Universal Windows Platform allows you to write one Application and run it seamlessly on multiple Windows 10 platiorms such as smartphones, embedded devices
and PCs. Further, the UWP also extends to drivers, this allows you to tap into the rich driver eco-system of Windows

« Visual Studio

The latest Visual Studio can be used as a development envircnment which provides a feature rich and convenient way of programming and debugging applications in
C#, VB, C++ HTNIL, JavaScript and more

o Azure loT Suite

Windows 10 loT Core easily connects to the Azure loT Suite. The Azure loT Suite enahles you to monitor and analyze data from your IoT applications to create
meaningful insights that can add operational efficiency and value. It offers preconfigured |oT scenarios, so you can easily deploy these solutions on your products
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You can't secure
what you can't update




Internet of Shit LX | =R F

@internetofshit

I'm a little sad about this future

Your home appliances’ chatting buddy!

Introducing LG HomeChatQ

Chat away wath your apphances!

Thanks to LG HomeChat, you can now communicate with your smart
appliances in the most effortiess, conversational manner. Simply send an
nstant message to LG HomeChat via smart phone messenger app LINE to
control and communicate with your appliances remotely. Download family-
pleasing recpes from your range, turn on your washer/update cycles, and
even command your robot vacuum to clean your iving room carpet and
kitchen floor. And all thes can be accomplished whether you're entertaining
n the backyard

EER<EBE =3
02 60 - 2




Its the END
of thelliorid
AS BlDW it

andl J§icel
FINE




Questions?

@MilanGabor
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