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APLIKACIJA DELA POCASI,
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SPET TA MREZA. ALI RES?



NIL

Kako resujemo tezave?

= Nadzorni sistemi
= Agenti, ki simulirajo delovanje

= Vedno ne odrazajo dejanskega
stanja

= Obvescanje preko uporabnikov

© 2016 NIL, Varnostna oznaka: VAROVANO JAVNO
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NIL Postopek resevanja

[ PAHLJACA)

= Vsak tim pregleduje
svoje okolje

= Vsak tim je omejen s
svojim podrocjem

= Pri nas ni videti tezav!,

= ,,Zagotovo je nekaj na
omrezju!

| DREVO

/
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NIL

Kaj vse je v omrezju?

= Poslovno okolje zahteva nove storitve in nove aplikacije

= Vse veC medsebojnega sodelovanja med aplikacijami (Web - App - DB)

Hybrid Cloud

Orchestration &
Automation

¢¢¢¢¢

Web & Micro

Internet of
Things (loT)

Services H

« | . -
51 [eee}-
: [

N £
N8

: ; @ : - v

- ¢ [| Distributed @ (—ﬁ l +T 7 -E0 - [ =T
- " ' e
—D----0 ;Iltll;ltll Application | - DevOps : = T — 2 e .
"""""" Workloads | &---- LT e o= gt l : l o |
e M S Ve = a ... @_-o_—/\e— D =
Q \ | ] g‘/\/'\ — vz [ | RS 0— Zero-Day —C: 0o ‘ =
- - I : : — Y - —| ==

2=y ogouas [P =) > @ [| ey L] @ soo[EED)
Q {33 SDN EE Business ~ Mobility | > - o - A= @
R —  Analytics - Virtualization
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Analiziranje

Rocno pregledovanje:
= Ping
= TraceRT

Zajemanje podatkov:
= Wireshark
= TCPdump

Poznavanje delovanja aplikacij

© 2016 NIL, Varnostna oznaka: VAROVANO JAVNO
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Time Source Destination Protocol Length =
708 192.168.1.77 173.194.33.6 5
709 13. 662945 173.194.33.6 192.168.1.77 TCP al
710 13.995895 Actionte_d8:a3:88 Msi_F4:82:e6 ARP el
711 13.995922 Msi_74:82:e6 Actionte_dB:a3:88 ARP 4;
712 15.030559 fTeB0::bdca:e67b:5eb? : Iff02::cC S5DP 201
713 15.058140 192.168.1.76 239.255.255. 250 UDP 50:
714 15.123002 192.168.1.74 239.255.255.250 UDP 56.
715 17. 628874 192.168.1.77 208.43.115.82 TCP Qi
716 17.711021 208.43.115.82 192.168.1.77 TCP 6l -

1T} 3

Frame 1: 126 bytes on wire (1008 bits), 126 bytes captured (1008 bits)
Ethernet II, Src: Msi_74:82:e6 (00:16:17:74:82:e6), Dst: Actionte_dB8:a3:B8 (i
Internet Protocol Version 4, src: 192.168.1.77 (192.168.1.77), Dst: 72.165.6
User Datagram Protocol, Src Port: 53691 (53691), Dst Port: 27017 (27017)
Data (84 bytes)

Omrezje
dela BP

Vir: elitehotelier.net



https://elitehotelier.net/2014/10/01/7-tips-to-improve-your-performance-during-skype-interviews/

NIL

Ali obstaja druga moznost?

Odkrivanje
(Discover)

Neprestano
pregledovanje in
kategoriziranje
omreznega prometa

© 2016 NIL, Varnostna oznaka: VAROVANO JAVNO

@ ExtraHop

= '1
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Opazovanje
(Observe)

Spremljanje
aktivnih sej
Vv realnem casu

X |
X |

—

Analiziranje
(Analyze)

Analiza in prikazovanje
kljuénih podatkov




NIL V ¢cem je skrivhost?

Z analitiko prometnih tokov se podatki na omrezju spremenijo v

poslovne informacije
... V strukturirano obliko

Neurejeni pOdatki V Omreru--- Gi11712 i -request. i

1 <?uml version="1.0" encoding="UTF-8"1>
z| <Reguest>

3 <Hewlrder>
4 <0rbitalConnectionUsername>TESTUSERL23< OrbitalConnectionUsername>
0090 48 6f 73 74 3a 20 6b 72 79 70 74 6f Be 2e 73 65 |3 <UrDitaluonnecilonrassword*aocoliis</urpitalConnectionPasswords
0020 61 28 69 28 65 78 74 72 61 68 6f 70 2e 63 6f 6d -
00b0 0d 0a 55 73 65 72 2d 41 67 65 6e B {._ndustry'l‘}lpe}ﬂr_j{ fIndust ryType®
©0co 62 77 77 77 2d 70 65 72 6c 2f 35 &
00d0 0a 43 6f Ge 74 65 6e 74 2d 4c 65 0090 48 61 73 74 3a 20 6b 72 79 70 74 6f 6e 2e 73 65 .
e o Sl Sy i babe Tt 2uac et ] om0 el 2e 69 22 65 78 74 72 61 68 6f 70 22 63 6F 6d ‘ T <MeseageTyperAC</MessageTyper
00f0 70 65 3a 20 74 65 78 74 2f 78 6d 00bo 0Od 0a 55 73 65 72 7‘d 41 67 65 ﬁr 74 3a 20 6¢c 69
0100 46 6f 72 77 61 72 64 65 64 2d 46 00cO 62 77 77 77 2d 70 65 72 6c 2f 35 2e 38 33 34 od E {BIH}C'DU'DUI{IBIN}
0110 30 38 Ze 35 37 2e 32 31 39 2e 31 00d0  Da 43 6f 6e 74 65 6e 74 2d 4c 65 Ge 67 74 68 3a i
000 20 38 33 31 0d 0a 43 6f Ge 74 65 Ge 74 2d 54 79 L
E ey &k .
0120 0a 3c 3176 6d 6c 20 76 657275 oofy 70 on 3a 0 74 65 73 74 21 78 od 6c 0d 0a 58 24 5 <MerchantID=123456</MerchantID=
o130 0108 46 K 72 27 170 64 65 64 2d 46 6f 72 3a 20 32 l
32 31 39 2e 31 32 od 0a 0d fa [ T 1 TUEOOTTe 1
o1t | 0030 a8 of 73 74 3a 20 6b 72 79 70 74 6f 6e 2e 73 65 F 20 76 697273 69 61 0e 3d 22 1 o Crermima IIo= i</ TerminalID>
0Bab 61 2e 69 2e 65 78 74 72 61 68 6f 70 2e 63 6 6d 6e 63 6f 64 69 68 67 3d 22 55 . .
I | 2170 | loobo odonss 73 65 72 20 41 67 €5 ee 74 3a 20 6c & 74 1 “CzrdBzandit foaxdBrands
0190 00co 62 77 77 77 2d 70 65 72 6c 2f 35 2e 38 33 34 od 7976 74 6F 6e 20 73 65 1 2° |
ouao [ (90d0 6a 43 6 oe 74 03 Ge 74 2d 4c 63 e 67 7468 31 B ol es of 70 20 63 6F ed | 53 12 <AccountNum>5454545454 5454 54</accountium>
01b0 Mim 70 o5 3 2 e o oe b 67 65 6@ 74 3a 20 6¢ 69
0100 a 26 74 65 78 74 2f 78 &d 6 0d Ba 58 2d oo e a8 33 Seed hee . - T A s e
ol | O e e i e e eoaadey | x e s |G - SapTESLe m Ay
e 0120 0a 3¢ 3f 78 6d be 20 76 63 72 73 69 6 6e 3d 22 Ge 74 65 6e 74 2d 54 79} q¢ ' <0 Codex840</Cur Codes®
M0 | 19130 31 e 30 22 20 65 6e 63 6F 64 69 6 67 3d 22 55 | 2f 78 ed6codoasead | 4 urrencyCode urrencycode
64 2d 46 6f 72 3a 20 32
0140 54 46 2d 38 22 3f 3e 0a 3c 52 65 71 75 65 73 74 61 . - {C - 1 e
Il 39 2e 31 32 0d 0a 0d 0a urrencyExponent>2</CurrencyExponent>
b zniiiiay rnacnian fanasmans |4 [0oo [ooo [ooo | : yEXP YEXP
6f 64 69 6e 67 3d 22 55 ¥ =y 4 T
g pugdenne pedwante PRGRANANT s <AVSzip>25541</AVSzip>
4 H p & . < 4f 72 64 65 72 3e 0a 20 ' ) .
| o e wwmanane | 7o el oeon i 17 <AViaddressl>123 Test Street</AVSaddressl>
7 6e 61 6d 65 6 54 45
01b0 43 6f Ge €e 65 63 74 69 6f 6e 50 61 73 73 77 6f . .
2f 4f 72 62 69 74 61 6c d - - 'y [
|| oico 72 64 30 61 62 63 64 31 32 33 30 30 af AF 2w | gf el 1E 9360 7S o ol & <AvSaddress2>3uite 350</AVvSaddress2>
b1e0 73 73 77 6F 72 64 30 0a 20 70 70 20 3c 43 te 64 acatmozeoracioc (Y [ ™ CAVSCity»Test Citye/AVScitys
MR RRNREMNN RRRRTRNN Jrenannre g Ty Ty ¥
r— p— 65 63 74 69 6f 6e 50 61 -
E R EETT T r———— G} 63 74 B 2 <AVSstate>FL</AVistate>
] T 2 <AVSphonelum>B004564512</AVaphonelum> <0rderID>8316384413</0rderID>

| | | H N m¥ = <Amount>2500</ Amount>
= </Newlrder>
= </Regquest>
=

© 2016 NIL, Varnostna oznaka: VAROVANO JAVNO 8
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Pogosta vprasanja

Pregled storitev
v realnem casu

Napake aplikacije

Pocasni odzivi DB

Zmogljivost datotecnih
streznikov
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Uporabniska izkusnja

Primerjanje zmogljivosti
streznikov

Obremenjeni strezniki




NIL Namen

Uporaba

= N/APM (Network/Application Performance Monitor)
= Varnost

Orodje za:
= Administratorje omrezja

= Administratorje aplikacij/storitev
= Vodje

Podrocja
= V]adne institucije
= Financ¢ne ustanove
= Bolnice
= Proizvodnja

© 2016 NIL, Varnostna oznaka: VAROVANO JAVNO




NIL Prilagodljiv grafi¢cni vmesnik

Critical Indicators :
Server Errors : Server Errors Over Time i & Server Error is indicated any time a query results in anerror
-~ condition occuring on a database server,
W Errors B Aborted Requests 0 Aborted Responses
ALL database server errors should be investigated.
3 ™ 0 2 K See the Health region below to help diagnose database server
Errors errors.
Worst Server Processing Time : Processing Time by Server H The Worst Server Processing Time value represents the single
slowest instance of a server processing an individual database
5012014.pd-alocal 1.265 query and preparing the resulting responss.
eoh.nilsi” B 202 57 mes
5 m i n eoh.nilsi* I 200.7ms Processing Time above 100ms is generally considered
I ilsi 82.02ms . .
. artifis.nils ] I " to have a negative impact on the performance of
Maximum static-85-194-105.mobily.comsa® [ 14 1.65ms int ti licati
static-85-194-105. mobily.com sa* 139.69ms interactive applications.
ju-dbnilsi 120.39ms . . .
rereh S . f- B See the Health and Transactions regions below to help diagnose
192.148.152.225 o0, 59%ms "
slow database transactions.
Privileged User Logins : All Requests by Users i The following users are considered to be privileged: -~
100K
B mastercactiro - & oot
SOK B Unknown * 4 ) .
0K . L * admin/administrator
ncrypted-Lo._. e postgres
syslog 40K @ VMICktavear & sys/sysman/system
o B Anonymous s informix/dbZadmin
20K
-~ @ vcloud . . . .
0 @ VWPre-Login " fG‘LL Pr.wlleged User Logins should immediately be
£:00 5200 10:00 investizated. b

© 2016 NIL, Varnostna oznaka: VAROVANO JAVNO n
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Spletnho brskanje

= Prikaz spletne strani deluje pocasi
= Povprecna spletna stran
= Vsebina iz razlicnih streznikov

= 5-20 poizvedb v DNS

» Razlog se lahko skriva v storitvi
streznika DNS

© 2016 NIL, Varnostna oznaka: VAROVANO JAVNO

SPORT FrooteaLL

Home REJUGEIN Formula1  Cricket Rugby U  Tennis = Golf = Athletics = Cycling

Live Scores Results Fixtures Tables Gossip @ All Teams Leagues & Cups = European

[M73 Europa
League:
Southampton &
Man Utd in action

Southampton travel to Italy to
face a struggling Inter Milan
while Robin van Persie returns
l to Manchester United with
Fenerbahce

@ LIVE Europa League

[Lve ]
BREAKING NEWS

Uefa 'open’ to CL final | won't change my Mourinho to field 'strong’

outside Europe approach - Guardiola Man Utd team in "difficult
week'

12




NIL Spletno brskanje

DNS

Key DNS performance indicators (Region 1 of 4)

DNS Response Errors i DNS errors over processing time
2000 W Errors
1500
All Hosts
Errors 1000
500 2K
O 1.86K
Zahtev DNS brez odgovora - 8 1.2
250 I:'|I 200
ol g
W 400
Request Timeouts All DNS - Transactions 0 [ ]
. B Requests 8 Respanses 10/12/16 18:25  18:27 18:29 18:31 18:33 18:35 18:37 18:39 18141
Host Query Errors
Zahtev DNS =
75K @ nil-multi-sensor-testl.alienvault.cloud 1,500
B @ gettingstarted.alienvault.cloud 1,457
Requests 5k
\/\/ b /\\N\/ ’ /\/\/—-f'\_ﬂ (-i-j l:aH_ 1,377
Record Type Client Client IPv4 Address Server Server |IPv4d Address Opcode Query Mame Query Type
DMN5 Request Cisco 200318 193.110.145.101 google-public-dns-a.google.com 8.8.8.8 QUERY gettingstarted.alienvault.cloud A
DNS Request av-ts.nil.com 192.168.252.165 google-public-dns-a.google.com 8.8.8.6 QUERY gettingstarted.alienvault.cloud A —
DM5 Request Cisco 200318 193.110.145.101 google-public-dns-a.google.com 8.8.8.8 QUERY gettingstarted.alienvault.cloud A
DNS Request av-ts.nil.com 192.168.252.165 google-public-dns-a.google.com 8.8.8.8 QUERY gettingstarted.alienvault.cloud A

© 2016 NIL, Varnostna oznaka: VAROVANO JAVNO 13



NIL Spletna aplikacija

= Uporabniki se pritozujejo nad é N f]

slabo odzivnostjo interne

spletne aplikacije m% /\r\
Za vsakim spletni 7R %
= Za vsakim spletnim > K
streznikom je skrita kopica @j ‘/// \\ « N 3>
drugih aplikaci; @
T &
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NIL Spletna aplikacija

HTTP and Database Health

HTTP Requests by Region i HTTP Processing Time by Region
B Syd Hits B Myc Hits @ Lon Hits @ Lon Http Proc Time B Myc Hitp Proc Time @ Syd Http Proc Time
1750 70
1500 &0
1250 50
1000 40
750 a0
500 Odzivnost spletnega streznika
250 10
— . i Fat
0 0
18:20 18:30 18:40 18:50 19:00 19:10 19:20 18:20 18:30 15:40 : 19:00 19:10 19:20
Database Queries by Region f Database Processing Time by Region
B Syd Query Total B Lon Query Total @ Myc Query Total @ 5yd Db Proc Time @ Myc Db Proc Time @ Lon Db Proc Time
2500 &0
2000 20
40
1500
30
1000
<00 Odzivnost podatkovne baze
0 0
18:20 18:30 18:40 18:50 15:00 19:10 1%:20 18:20 18:30 18:40 18:50 1%:00 19:10 19:20
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Spletna aplikacija

Baza podatkov

HTTP Performance

Request Transfer

Responsea Transfer

Round Trip Time

Processing Time

lu] 0.2 0.4 0.6 0.8 1 1.2 1.4 1.6 i.8 2 2.2 2.4 2.6 2.8
Database Performance
Request Transfer |
Response Transfer |

Round Trip Time 1

Processing Time |
Client IPvd A... Server Server |Pvd Address Met... Er... Data... Statement User ! Processing Time
17222180 rrysgl 1-ryc 172.22.2.33 SELECT ecomapr  SELECT CATID AS categoryld, NAME, DESCN AS description FROM CATEGORY WHERE CATID = "CATS eh 284,818
172.22.1.80 rysql1-nyc 172.22.2.33 SELECT ecomapp  SELECT CATID AS categoryld, NAME, DESCN AS description FROM CATEGORY WHERE CATID = 'DOGS' eh 733,425
172.22.1.80 rrysgl 1-nyc 172.22.2.33 SELECT ecomnapp  SELECT PRODUCTID, NAME, DESCN as description, CATEGORY as categoryld FROM PRODUCT WHERE CATEGORY  eh 524,401
17222181 rrysl1-nyc 172.22.2.33 SELECT SELECT CATID AS categoryld, NAME, DESCN AS description FROM CATEGORY WHERE CATID = "FISH’ 501,689
17222181 rysgl 1-ryc 172.22.2.33 SELECT SELECT CATID AS categoryld, NAME, DESCN AS description FROM CATEGORY WHERE CATID = "FISH’ 484,997
17222181 rrysgl 1-nyc 172.22.2.33 SELECT ecomapr  SELECT CATID AS categoryld, NAME, DESCN AS description FROM CATEGORY WHERE CATID = "DOGS' eh 475,402

© 2016 NIL, Varnostna oznaka: VAROVANO JAVNO
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NIL varnost - Ransomware

Ransomware Detection Events Over Time

& .
B Ransomware Type Three Detection Event C...

B Ranzomwrare Type Two Detection Event Cou_

5 B Ransomware Type Four Detection Event Co.
4 @ Ransomware Type One Detection Event Co...
3

2

1

D i

14:15 14:30 14:45 15:00 15:15 15:30 15:45

Type One Detection Events by Affected Host Type Two Detection Events by Affected Host

192-168-0-35 _ 1?2.163-D.35 _
_

192145033 192.165.0.33
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NIL Kljuéne koristi

= Enostaven uporabniski vmesnik

= Sirsi pogled na dogajanje v omrezju O0=— N

= HitrejSi ¢as za odpravo napake (MTTR) ./ \,
L

= BoljSa uporabniska izkusnja v

M
= Dodatni varnostni mehanizmi % 0 JMI@

© 2016 NIL, Varnostna oznaka: VAROVANO JAVNO 18
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