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METRIKE
* time-series: casovno urejeno zaporedje podatkovnih tock
(npr. meritve nekih velicin)

(zbiranje, shranjevanje, iskanje, prikaz)

DOGODKI
e upravljanje z dogodki
(npr. strezniski dnevniki)

(zbiranje, shranjevanje, iskanje, prikaz)

agregacija, arhiviranje, analiza, alarmiranje, planiranje, ....
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Podatkovne baze za casovna zaporedja

RRDtool —C (GPLv2) Se pomnite, tovarisi?

Graphite (Whisper) — Python (Apache2) starejsi, nerazsirljiv

InfluxDB — Go (MIT) yesss!

Prometheus — Go (Apache2) je celoten nadzorni sistem

NELEN — Erlang (Apache?2)

e DalmatinerDB — Erlang (MIT) Riak core, menda dober

OpenTSDB —Java (LGPLv2.1+, GPL 3.0) starejsi, Hadoop



InfluxDB

* podatkovna baza za casovna zaporedja

» odprtokodna (licenca MIT), (komercialno: cluster, cloud)
* zelo hitra, za velike obremenitve pisanja in poizvedb, SSD
* ukazi podobni SQL

» vrednost so lahko: 64-bit int, 64-bit f.p., niz, boolean
 Cas: nanosekunde (lahko zaokrozeno na sekunde)

e programski jezik Go

* nezahtevna namestitev (en sam samostojec program)



InfluxDB - strojna oprema (eno vozlisce)

: : Moderate

Field writes : ; :
Load queries per Unique series

per second

second

Low <5k <5 <100k
Moderate < 250k <25 <1M
High > 250k > 25 >1M

Low load recommendations
CPU: 2-4 cores, RAM: 2-4 GB, |0OPS: 500

Moderate load recommendations
CPU: 4-6 cores, RAM: 8-32 GB, I0OPS: 500-1000

High load recommendations
CPU: 8+ cores, RAM: 32+ GB, IOPS: 1000+



https://docs.influxdata.com/influxdb/v1.1/guides/hardware_sizing/#low-load-recommendations
https://docs.influxdata.com/influxdb/v1.1/guides/hardware_sizing/#moderate-load-recommendations
https://docs.influxdata.com/influxdb/v1.1/guides/hardware_sizing/#high-load-recommendations

InfluxDB

e sprejem podatkov: HTTP (npr. curl, telegraf), TCP, UDP,
Graphite, CollectD, OpenTSDB

 zelo preprost protokol za vnos podatkov:

meritev, tagl=xxx, tag2=y poljel=vredl, p2=v2, p3=v3 cas

t indeksirani stolpci neindeksirani stolpci

znacke (tags) polja (fields)

~ sql tabela



InfluxDB - ukazna vrstica

S influx

CREATE DATABASE xxx

USE xxx

CREATE RETENTION POLICY "oneweek"” ON xxx DURATION 1w
INSERT cpu,host=server1,site=Lj value=0.72

INSERT temperature,room=A in=24.2,o0ut=18.2

SELECT * FROM "temperature” WHERE "in" > 28



InfluxDB - vnos podatkov prek HTTP

$ curl -XPOST 'http://localhost:8086/write?db=mydb' \
--data-binary \
'cpu_load,host=serverl,site=L] value=0.64
1434055562000000000

vnos veC meritev hkrati je ucinkovitejsi:

$ curl -XPOST 'http://localhost:8086/write?db=mydb' \
--data-binary @cpu_data.txt



InfluxDB - poizvedbe prek HTTP

$ curl -G 'http://localhost:8086/query?pretty=true’' \
--data-urlencode "db=mydb" \
--data-urlencode \
'g=SELECT "value" FROM “cpu_load" WHERE "site"=L]j’

Seveda tega ponavadi ne po¢nemo rocno...



Smernice

e Zelimo zbirati vse razpolozljive podatke
 z zadostno pogostnostjo (sekunde, ne minute!)
(povprecje je varljivo — percentil, min, max, norm. distrib?

10-sekundna Spica vrednosti 1000 ima 5-minutni povprecek 33)

* prozna vizualizacija
* "single pane of glass" ni vec cilj
* preverianje stanja =2 dogodki in metrike

(ping, nagios)



Meritve streznikov

 collectd —C (GPLv2 + MIT)
* telegraf — Go (MIT)

* Snap (Intel) — Go (Apache 2.0)
* Fullerite — Go (Apache 2.0)

Ganglia, Munin, StatsD, ...

push, central poiiing

cpu, memory, load, swap, process, disk, fs, network,

telemetrija iz aplikacij, SNMP, ...



Go ? (golang)

Robert Griesemer, Rob Pike, Ken Thompson
e prevajan jezik, socasnost, komunikacija (kanali)
e varno delo s pomnilnikom (GC, ...)

* licenca: odprtokodna (BSD), svoboden patent

=» program: hiter, majhen, varen, lahko se izvaja paralelno



Telegrat

* program za zbiranje in sporocanje metrik

preprosta namestitev (en samostojen program), vticniki

potrebuje le malo pomnilnika

paketi za Linux, FreeBSD, Windows (beta), tudi za ARM

programski jezik Go, licenca MIT

www.influxdata.com, github.com/influxdata/telegraf

posiljanje meritev v: InfluxDB, Graphite, OpenTSDB,
Riemann, kafka, MQTT, Datadog, Librato, datoteka, ...



Telegraf — vhodni vti¢niki

AWS_ CloudWatch Aerospike Apache Bcache Cassandra Ceph
cgroup Chrony Consul Conntrack Couchbase CouchDB Disque
DNS_ query_time Docker Dovecot Elasticsearch Exec Filestat
Graylog HAproxy Hddtemp HTTP_response HTTPJSON InfluxDB
IPMI_sensor IPtables Jolokia Kubernetes Leofs Lustre2 Mailchimp
Memcached Mesos MongoDB mySQL Net_response nginx NSQ
Nstat NTPg PHP_FPM Phusion Passenger Ping PostgreSQL
PostgreSQL_extensible PowerDNS Procstat Prometheus
Puppetagent RabbitMQ Raindrops Redis rethinkDB Riak Sensors
SNMP SQL server Trig Twemproxy Varnish ZFS Zookeeper
Win_perf_counters Sysstat System



Telegrat - servisni vhodi

HTTP Listener, TCP Listener, UDP Listener,
Kafka Consumer, MQTT Consumer,

NATS Consumer, NSQ Consumetr,
Logparser, StatsD, Tail,

Webhooks (github, filestack, ...)



telegrat.conf

[agent]
interval = "5s"
[[outputs.influxdb]]
urls = [ "http://localhost:8086" |
database = "sinog"
user_agent = "telegraf"
[[inputs.cpul]]
percpu = false
totalcpu = true
[[inputs.mem]]
[[Inputs.system]]
[[Inputs.diskio]]
devices = [ "da0", "dal", "da2", "da3" ]



Telegraf — vticnik exec

[[inputs.exec]]
commands = [ "/usr/bin/my-monitor.sh" ]

data_format = "influx"

#!/bin/sh
timestamp_unix="S(date +'%s')"
hostname="S(hostname -f)"

cpu_temp="/sys/class/thermal/thermal_zoneO/temp"

echo "processor_temperatures,host=Shostname "\

"cpul temp=Scpu_temp S{timestamp_unix}000000000"



Grafana

 graficna nadzorna plosca za metrike

podpira InfluxDB, Snap, Graphite, OpenTSDB, Prometheus

podpira Elasticsearch (dogodki kot metrika)

odprtokodna (Apache 2.0)

e programski jezik: Go, NodelJS
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Alternative Grafani

e Chronograf

e D3, Rickshaw



Obdelava in usmerjanje
casovnih zaporedij in dogodkov

e Kapacitor — Go (MIT) ( github.com/influxdata )
* Snap (Intel) — Go (Apache 2.0) ( snap-telemetry.io)
 Riemann  — Clojure (Eclipse Public License 1.0)

e StatsD



Obdelava dogodkov (= dokumentov)

ELK:
 Elasticsearch — podatkovna baza, iskalnik
* Logstash — sprejema, preoblikuje dogodke in posilja v ES

* Kibana — grafiéni vmesnik / nadzorna plosca

* Beats — enonamenski lahki posredovalec podatkov



Elasticsearch

distribuirana podatkovna baza / iskalnik (search engine)
iskanje po prostem besedilu (Lucene)

strukturirani dokumenti (JSON), brez vnaprejsSnje sheme
dostop prek HTTP

programski jezik Java (>= 8), licenca Apache 2.0



Lucene Query Parser

* Clen: test, hello, dzoker: te?t, test™*, te*t

* mehko iskanje, regularni izraz, blizina, poudarjen clen
» stavek: "Hello Kitty"

* boolovi operatorji: OR (impliciten), AND, NOT

e grupiranje: ( ... )

 interval: [10 TO 1000], izvzeto: {2 TO 5}

* polja: subject:newsletter*, size:[9000 TO *]



Dogodek, zapisan kot struktura J[SON

"@timestamp": "2016-12-07T17:30:48.105Z",
"action": "Connection attempt to UDP",
"host": "2001:1470:ff80::99:215",
"protocol”: "udp",

"src_ip": "95.87.154.242",

"src_port": 36439,

"dst_ip": "193.2.4.2",

"dst_port": 53,

"country": "Slovenia",

"type": "Sy5|0g"



log_format json

{ "timestamp": "Stime_iso8601", '
"'unix_time": Smsec, '
"'host": "Shost", '
"program": "nginx", '
"'pid": Spid, '
"'connection_requests": Sconnection_requests, '
client_ip": "Sremote_addr", '
client_port": Sremote_port, '
"'forwarded for" "$http_x_forwarded_for",'

o "Shitp_vi nginx.conf

ne Smynets
user" "Sremote_user", '
scheme" "Sscheme", '
"server_name": "Sserver_name",
"'server_port": Sserver_port, '
"'protocol": "Sserver_protocol", '
"'method": "Srequest_method", '
url": "Srequest_uri", '

i":"Suri", '
args" "Sargs", '
"'method_args": "
referrer" "Shttp_referer",
"user_agent": "Shttp_user_agent",
status": Sstatus, '
"'cache_status": "Supstream_cache_status",
"'content_type": "Scontent_type", '
"'content_length": Sbody_bytes_sent, '
"'content_type_sent": "Ssent_http_content_type", '
"'ss|_protocol": "$Sssl_protocol", '
"ss|_cipher": "Sssl_cipher", '
"'bytes_sent": Sbytes_sent, '
"'gzip_ratio": $Sgzip_ratio, '
"elapsed": Srequest_time }';

Srequest_method Sargs", '

access_log syslog:server=[::1]:5140,facility=local7,severity=info json;



Amavis: dnevnik v obliki JSON

@storage_redis_dsn = ( { server =>'[::1]:6379', db_id =>1 });
Sredis_logging _queue_size limit = 300000;

Sredis_logging_key = 'amavis-log';

input {

redis {
type => "amavis"
host =>"::1"
db=>1
data_type => "list"
key => "amavis-log"
codec => json {}

}

}
filter {

date { match => [ "time_unix", "UNIX" ] }
}



Amavis: veriga belezenja dogodkov

e amavisd proces — dogodek v obliki JSON, poslje v redis db
* redis streznik — izmenjava sporocCil in shranjevanje v vrsto
* |logstash — redis vrsta > Elasticsearch

 ali npr: — redis vrsta > stdout > Splunk



Logstash

* sprejema podatke, jih predela in posreduje napre;

(npr. syslog = parse = normalizacija = Elasticsearch)

e programski jezik JRuby, tece v JVM

* licenca Apache 2.0



input {
syslog {
type => "syslog"
host =>"::"
port => 5140

}
filter { ...

}
output {
elasticsearch_http {
host => "localhost"
port => 83
index_type => "%{type}"

codec => json {}

logstash.conf



Kibana

* spletna graficna nadzorna plosca
* iskanje in vizualizacija podatkov iz Elasticsearch

* Node.js, licenca Apache 2.0
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Kibana - iskanje
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bana - sestavljen prikaz
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