10Gbit/s in vec...

kaj lahko analiziram z obiCajnim serverjem?
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Avg drop Max drop
rate (%) rate (%)
0.00000 0.00000
0.00015 0.06938

14803541 1481197468 1480948348 Last check time: 08/12/2016 12:44:28 First check time: 05/12/2016 15:32:28 Time elapsed: 2 days 21hMl2m 0s Last interval: 0 days Oh 5m 0s

Interface Speed Description Total  Last Last int  Max int Out Packets Out Packets LastInt MaxInt Avg drop Wfax drop Warn Crit Ignore Last & Max Util
drops drops  drops/s  drops/s total last int  pkt/s  pkt/s rate (%) Wate (%) tot tot Yes/No % §
Fal 100 0 0 0,00 0.00 0 0 0 0 0.00000 00000 0 0 0 0 0
Tel/l 1000 589 0 0.00 1.96 397099052 961514 3272 5530 0.00015 0.06938 1 0 0 3 b
Tel/2 1000 0 0 0.00 0.00 32731237 86616 289 2296 0.00000  0.00000 0 0 0 0 2
Tel/3 1000 0 0 0.00 0.00 161710 176 1 3 0.00000  0.00000 0 0 0 0 0
Tel/d 10000 0 0 0.00 0.00 51424051 224971 750 2795 0.00000  0.00000 0 0 0 0 0
Tel/5 10000 0 0 0.00 0.00 0 0 0 0 0.00000  0.00000 0 0 0 0 0
Tel/6 10000 0 0 0.00 0.00 0 0 0 0 0.00000  0.00000 0 0 0 0 0
Tel/7 10000 0 0 0.00 0.00 0 0 0 0 0.00000  0.00000 0 0 0 0 0
Tel/8 10000 0 0 0.00 0.00 0 0 0 0 0.00000  0.00000 0 0 0 0 0
Tel/9 10000 0 0 0.00 0.00 0 0 0 0 0.00000  0.00000 0 0 0 0 0
Tel/10 10000 0 0 0.00 0.00 0 0 0 0 0.00000  0.00000 0 0 0 0 0
Tel/11 10000 0 0 0.00 0.00 0 0 0 0 0.00000  0.00000 0 0 0 0 0
Tel/12 10000 0 0 0.00 0.00 0 0 0 0 0.00000  0.00000 0 0 0 0 0
Tel/13 10000 0 0 0.00 0.00 0 0 0 0 0.00000  0.00000 0 0 0 0 0
Tel/l14 1000 0 0 0.00 0.00 5167900 46083 154 971 0.00000  0.00000 0 0 0 0 1
Tel/15 10000 0 0 0.00 0.00 353558077 705693 2352 7427 0.00000  0.00000 0 0 0 0 0
Tel/16 1000 0 0 0.00 0.00 0 0 0 0 0.00000  0.00000 0 0 0 0 0
Total: - 1 589 0 0.00 1.96 - B - = 0.00015  0.06938 1 0 -
(legend Total first column value: 0-0K, l-Warning, 2-Critical)
Reset table
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Profileinfo:

Type: live

Max: 800.0 GB

Exp: never

Start: Nov 22 2016 - 21:40 CEST
End: Dec 07 2016 - 08:45 CEST

tstart 2016-12-06-06-30
tena 2016-12-06-06-30
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zelis analizo toCcno doloCenega flowa?

v v A4

sumis na DoS? isCes Top Talkerje?
ni Netflowa ali je CPU na 100%

zelis poganjati Snort/Suricato/Bro?

zelis stvari Cimbolj avtomatizirati




HW del:
 opticni delilniki
 NPB stikala

SW del:
* ObiCajni serveriji
* oOpensource programska oprema




O 00 wowom
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+ fiksno okolje

+ promet |

e vedno Iin takoj na voljo

+ ni izgub

jenih paketov

+ ni del omrezja "v tezavah”

- velika koliCina prometa
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Vanilla Linux -

typically up
to 1 Mpps

with optimization

default

3000 4000 5000 7000 8000 9000 10000

Packet size (bytes)

cd /proc/sys/net/core

echo "50000" > optmem_max

echo "10000" > netdev_max_backlog
echo "1000000" > wmem_default
echo "1000000" > wmem_max

echo "1000000" > rmem_default
echo "1000000" > rmem_max




Kernel bypass tehnike

* netmap application
» pf_ring zc T
: sockets
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libpfring
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Tx Rate (Mpps)

NETMAP performance
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fastnetmon
ntopng/nprobe/n2disk/nDPI
tcpdump/wireshark at 10G/40G/100G

IDS sistemi




zelo hiter DoS/DDoS analizator

DPI| analiza paketov za dolocitev tipa napada
izvor: netflow/sflow/netmap/pfring/pcap
akcija: alarm, mail, ExaBGP/BGP flowspec
Graphite/InfluxDB, Reddis, Mongo

cas detekcije 1-2 sec, zmogljivost do 12 Mpps

Linux, opensource




FastNetMon v1.0 FastVPS Eesti OU (c¢) VPS and dedicated: http://FastVPS.host
IPs ordered by: packets (use keys 'b'/'p'/'f' for change) and use 'q' for quit
Threshold is: 35000 pps and 1000 mbps total hosts: 13568

Incoming traffic 171015 pps 384 mbps 11973 flows
159.11.22.33 3309 pps 33.3 mbps 77 flows
159.11.22.33 3116 pps 34.8 mbps 2 flows
159.11.22.33 2567 pps 29.5 mbps 2 flows
159.11.22.33 2439 pps 1.8 mbps 76 flows
159.11.22.33 2364 pps .4 mbps 55 flows
159.11.22.33 2104 pps .5 mbps 19 flows
159.11.22.33 1938 pps .3 mbps 36 flows

Outgoing traffic 225121 pps mbps 17893 flows
159.11.22.33 3699 pps .9 mbps 83 flows
159.11.22.33 3557 pps .3 mbps 124 flows
159.11.22.33 2965 pps .8 mbps 98 flows
159.11.22.33 2645 pps .7 mbps 38 flows
159.11.22.33 2522 pps .1 mbps 65 flows
159.11.22.33 2474 pps .8 mbps 61 flows
159.11.22.33 2285 pps .9 mbps 194 flows

Internal traffic @ pps mbps

Other traffic 56 pps mbps

Traffic calculated in: @ sec 14670 microseconds
Packets received: 2308537

Packets dropped: 0

Packets dropped: 0.0 %




Open source & license:

- ntopng: Web based monitoring app
- nDPI: DPI toolkit

- nProbe: 10G Netflow/IPFIX probe

- n2disk/disk2n: packet capture/replay
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oth0: Top Local Talkers
pe-deri.nic.t £
dansmon.nic.t
ninja.nic.it

pe-leo.nic.t
pc-siden.nic.t
pc-ravazzolo.nic.it
192.168.17.12

nsresoivi.nic.it

ethO: Top Remote Destinations

host207-203-dynamic.239-95-r.retall telecomitalia.it

ntopng Enterprise v.2.5.161002
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» pfring performance
« 10/40G Wireshark
 fastnetmon dos attack detection




Dodatno branje:

- fastnetdata.es.net
* network troubleshooting
* linux tuning, tcp tuning

- RedHat - 100Gbit/s challenge




