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Uvod

* Zakaj sploh SIEM?,
» Principi dela hackerjev ostajajo ze leta enaki,
» Spreminja se hitros, koli¢inapodatkov, kompleksnost sistemov
» Potrebujemo reSitev, kinaredi pregled nad omrezjem in strezniki priblizno vzdrzno.
» Mozno je postopati sistematicno
» Primertega je Sans Institute Critical Security Controls: https://www.sans.org/media/critical-security-controls/critical-
controls-poster-2016.pdf
» Ce temu pristopu verjamemo, je treba le najti reSitev, ki najbolje pokrije teh 20 kontrol, ostale pokrijemo z drugimi
sistemi,
» SANS ni edini, pomembno vodilo pri vpeljavi varnosti ima tudi NIST. Obstaja celo mapping med enim in drugim:
https://www.cisecurity.org/critical-controls/tools/
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Kaj zna AlienVault
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Kaj zna AlienVault

SIEM
« Log Management
« OTX threat data

« SIEM Event Correlation

« Incident Response
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« File Integrity Monitoring (FIM)
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AlienVault USM™
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ASSET DISCOVERY

« Active & Passive Network Scanning
« Asset Inventory

« Software Inventory
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VULNERABILITY ASSESSMENT

« Continuous Vulnerabllity Monitoring

= Authenticated / Unauthenticated
Active Scanning

« Remediation Verification
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Odprtokodna tehnologija
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Prikaz v zivo

virbuao F::RTINET



