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Username/Password |Manufacturer Link to supporting evidence

admin/123456 ACTi IP Camera - - -

root/anko ANKO Products DVR hitp:/Awwwy. cctvforum.comiviewtopic,php?f=3&t=44250

root/pass Axis IP Camera, et. al http:/Awww. cleancss. com/router-default/Axis/054 3-001

rootivizxv Dahua Camera hitp:/Awvew.cam-it.org/index.php?topic=5192.0

root/888888 Dahua DVR http:/Awww.cam-it. org/index.php?topic=5035.0

root/666666 Dahua DVR http:/AMmww.cam-it.org/index.php ?topic=5035.0

root/7ujMkoOvizxv Dahua IP Camera http:/Awww.cam-it.org/index.php?topic=9396.0

root/7ujMkoO0admin Dahua IP Camera http:/iwww.cam-it.org/index.php?topic=9396.0

666666/666666 Dahua IP Camera http:/Amww.cleancss.com/router-default/Dahua/DH-IPC-HDW4300C
root/dreambox Dreambox TV receiver https://www.satellites.co.uk/forums/threads/reset-root-password-plugin. 101146/
root/zixx EV ZLX Two-way Speaker? ?

root/juantech Guangzhou Juan Optical https:/ Jycombinator.com/item?id=11114012

root/xc3511 H.264 - Chinese DVR i i

root/hi3518 HiSilicon IP Camera

root/kivi23 HiSilicon IP Camera

root/kiv1234 HiSilicon IP Camera

root/jvbzd HiSilicon IP Camera

root/admin IPX-DDK Network Camera 2 3S-a0H

root/system IQinVision Cameras, et. al https: Illpvm comlreportsf _p-cameras-default-passmrds-dlrectory
admin/meinsm Mobotix Network Camera http:/Awww.forum.use-ip.co.uk/threads/mobotix-default-password.76/
root/54321 Packet8 VOIP Phone, et. al http:/iwebcache.googleusercontent. com/search?g=cache:W1phozQZURUJ:community.freepbx.org/t/packet8-atas-phones/411!
root/00000000 Panasonic Printer https://www.experis-exchange.com/questions/26 194 395/Default-User-Password-for-Panasonic-DP-C405-Web-Interface. htmil
root/realtek RealTek Routers

admin/1111111 Samsung IP Camera https://ipvm. conVregomﬁQ-cameras-default—gasswords-d|rectory
root/xmhdipc Shenzhen Anran Security Camera X

admin/smcadmin SMC Routers

root/ikwb Toshiba Network Camera

ubnt/ubnt Ubiquiti AirOS Router

supervisor/supervisor VideolQ - - -

root/<none> Vivotek IP Camera - - -

admin/1111 Xerox printers, et. al ervice blogs xe z B3
root/Zte521 ZTE Router http:/Avww. |ronbuqs oomIZO16/02/hack-and-patch-your-zte-f660-routers.html

Source: krebsonsecurity.com



http://krebsonsecurity.com




External interfaces
APls, SDKs and gateways that act as interfaces for 3rd party systems (e.q., ERP CRM)

Analytics Additional tools

Algorithms for advanced calculations and Further development tools (e.g., app prototyping,
machine learning access management, reporting)

Data visuvalization
Graphical depiction of (real-time) sensor data
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Processing & action manadement
Rule engine that allows for (real-time) actions based on incoming sensor & device data

Device management
Backend tool for the manadement of device status, remote software deployment and updates

Connectivity & Normalization
Adents and libraries that ensure constant object connectivity and harmonized data formats

Source: iot-analytics.com


http://iot-analytics.com

Cyber-Physical Systems — a Concept Map  sece authors and contributors.

http://CyberPhysicalSystems.org ( Economics in the Loop )
@ —»(_Environmentals in the Loop )
Humans in the Loop )

/(Networked and for Distributed
THAT
ARE

> »( Adaptive and Predictive )

(Intelligent )

POSSIBLY
WITH

POSSIBLY
WITH

Feedback
Systems

Models of
Computation
Hybrid and
Heterogeneous T
Models nuous
Malicious Attacks )

Intrusion Detection ) m
./(Improved Design Tools ) :ipoedcifll‘t'ioa“';d |or ° (Interoperability )

THAT Analysis

ENABLE . —
AT (Tlme Svnchromzatlon)

SUPPORTS
Design Methodology )—b. (Modularity and Composability)

HAVE Scalability
APPLICATIONS and THROUGH
N (Communication ) Complexiy o
Management

'( Infrastructure )

Health Care

REQUIRE

Interfacing with
Legacy Systems

Validation
and
Verification

(' Manufacturing )

Robaotics

(stachastic Models )

(‘Transportation )
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http://cyberphysicalsystems.org

Moaobile




SECURITY
BY DESIGN

START TO FINISH

END TO END




DEFENSE
IN DEPTH

START TO FINISH

END TO END







Y Industrie 4.0




OWASRP loT Top Ten

I1 Insecure Web Inter” -
A1 Injection

12 Insufficient Authen A2 Broken Authentication and Session Management

R1 Accountability and Data Ownership
I3 Insecure Network ©

R2 User Identity Federation

|14 Lack of Transport FR3 Regulatory Compliance

15 Privacy Concerns | R4 Business Continuity and Resiliency

R5 User Privacy and Secondary Usage of Data
16 Insecure Cloud Inte y ry Usag

R6 Service and Data Integration

I7 Insecure Mobile In* _ _ _
R7 Multi Tenancy and Physical Security

18 Insufficient Securil Rg Incidence Analysis and Forensic Support

19 Insecure Software,; RO Infrastructure Security

R10 Non Production Environment Exposure
110 Poor Physical Securiy
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Why Azure Solutions Products Documentation Pricing Training Marketplace Partners Blog Resources Support

Azure loT Suite

> Overview
> Get Started
> How To

v Reference

Developer Reference
Guide

Developer
Troubleshooting Guide

Security architecture
Security best practices

Secure your loT
deployment

Security from the ground
up

> Related

> Resources

Internet of Things security architecture

[51 07/03/2017 « O 24 minutes to read » Contributors @) §

When designing a system, it is important to understand the potential threats to that
system, and add appropriate defenses accordingly, as the system is designed and
architected. It is particularly important to design the product from the start with
security in mind because understanding how an attacker might be able to compromise
a system helps make sure appropriate mitigations are in place from the beginning.

Security starts with a threat model

Micrasoft has long used threat models for its products and has made the company’s
threat modeling process publically available. The company experience demonstrates
that the modeling has unexpected benefits beyond the immediate understanding of
what threats are the most concerning. For example, it also creates an avenue for an
open discussion with others outside the development team, which can lead to new
ideas and improvements in the product.
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Source: iiconsortium.org
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http://iiconsortium.org

Web / Portal

0B & DR A

Source: wso2.com

Dashboard

Event Processing and Analytics

Aggregation / Bus Layer
ESB and Message Broker

Communications
MQTT /HTTP

APl Management

Devices Manager

Identity & Access Management


http://wso2.com
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Source: linkedin.com



http://linkedin.com

loT Smart Gateway Platform

Bidirectional data & action flow

loT Edge Things Field connectors Smart Gateway capabilities Cloud connectors

e |

loT
platform
Services

Source: linkedin.com



http://linkedin.com



http://ieee.com
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http://microsoft.com

Source: microsoft.com



http://microsoft.com
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