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* Kaj (je LoRaWAN)?
o /akaj?

e Kako?




LoRa...Kaj?
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LoRa ... Long Range
WAN ... Wide Area Network
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Za kaj JE LoRaWAN uporaben?

Velik domet : veC kilometrov

Nizka poraba : veC mesecev ali let z baterijami
Poceni : manj kot 20€ CAPEX na napravo, nic OPEX
Majhna pasovna sirina : obiCajno 400 bytov na uro
Splosna pokritost : prehode namestis, kjer jih rabis

Varen : 128 bitha enkripcija od zacCetka do konca
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* Prenos v realnem casu : redki in majhni paketi

» Clovek<->¢élovek : bolje je uporabiti GPRS/3G/LTE
» Upravljanje z domaco razsvetljavo : WiFi/ZigBee
* Prenos slik : tudi tu bo bolje uporabiti Wik

» Geolokacija / triangulacija : priblizno (Collos)




al

THE THINGS

NNNNNNN

Teorija : LoRa (brez WAN)

OSI Layer 1 (fiziCna plast, wifi, “radio”)
Vellk domet:

e mesta: do 3 km

* podezelje : do 45 km

Hitrost prenosa od 0,3 do 50 kbps
Frekvencno podrocCje 868 MHz (v EU)
1% Casa na oddaji na uro (36 sekund)

zelo majhne moci (25mW)
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10 km 8

energy / airtime

200bps 530 970

>
SF 12 1 10 9 8 7

Prilagajanje hitrosti prenosa glede na pogoje
(ADR, “spreading factor”)
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Concentrator Network Application
End Nodes /Gateway Server Server
@
tracking B
aaaaaaaaa m 3G/
Backhaul
acKknau
w3 =
trash container
vending
machine
gas monitorin B
LoRa® RF TCP/IP SSL TCP/IP SSL
LoRaWAN™ LoRaWAN™ Secure Payload
AES Secured Payload

OSl layer 3 (omrezna plast, IP ... od 2 do 6)
LoRa Alliance (Cisco, IBM, Semtech, TTN...)
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“Naprava” (Device, Node) :
energetsko varcha komunikacijska “stvar”
s tipali (senzorii)
“Omrezje” (Network) :
sistem za usmerjanje podatkov i1z naprav preko
prehodov na zeleno aplikacijo in obratno
‘Prehod” (Gateway) :
skatlice, ki komunicirajo z napravami preko
radijskih frekvenc
“Aplikacija”’ (Application) :
programska oprema, ki tece na streznikih
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Dvosmerna komunikacija:

* prenos meritev od naprave do aplikacije (uplink)
* prenos “ukazov” iz aplikacije na napravo (downlink)
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Battery powered sensors

* Most energy efficient

* Must be supported by all devices

* Downlink available only after sensor TX

Battery Powered actuators
* Energy efficient with latency controlled downlink
* Slotted communication synchronized with a beacon

Battery Lifetime

Main powered actuators
* Devices which can afford to listen continuously
* No latency for downlink communication

Downlink Network Communication Latency

https://docs.wixstatic.com/ugd/ecccla_ed71ealcd969417493c74e4a13c55685.pdf
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Tip A : po oddaji podatkov sledita dve okni za sprejem
podatkov

Transmit

Transmit Receive

Receive

Transmit

Receive Delay 1

Receive Delay 2
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Tip B : sprejem podatkov po urniku (natancna sinhronizacija!)

Tip C : sprejem podatkov kadarkoli (razen, ko oddajamo)

‘ Transmit ‘
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Naprave in aplikacije se morajo med sebo| najti
in identificirati:

* naprave : 64 bitni enolicni identifikator (DevEUI)
* aplikacije : 64 bitni enolicni identifikator (AppEUI)
 med prijavljanjem naprave na omrezje,

se napravi dodeli dinamicni identifikator (DevAddr)

Prvih 7 bitov prefiksa DevAddr dodeljuje operaterem LoRa Alliance

(https://www.thethingsnetwork.org/docs/lorawan/address-space.html#prefix-assignments)

Dva nacina registracije naprav v omrezje:
- Over-the-Air Activation (OTAA)
- Activation by Personalization (ABP)


https://www.thethingsnetwork.org/docs/lorawan/address-space.html#prefix-assignments

pre VARNOST !

THE THINGS

NNNNNNN

LoRaWAN 1.0 uporablja tri 128 bitne varnostne kljuce.

AppKey AppKey

Device Gatewa y Networ k Application

Ob prijavi naprave v omrezje se ustvarita:
 AppSKey (za enkripcijo podatkov)
* NwkSKey (za zagotavljanje integritete podatkov)
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* problematiko
* naprave (s tipali)
e dostop do omrezja (ali lastna infrastruktura)
* prehod v blizini
* uporabniski racun
* nekaj malega programerskin vescin (ni prav nujno)

“& 1 ... iIn po moznosti druzbo




Zdruzimo znanje in naredimo
afe skupnost!
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The Things Network

o odprta skupnost zanesenjakov, ki si delimo znanje in
sposobnosti

e gradimo decentralizirano odprto omrezje, ki bo v lasti in
upravljano s strani uporabnikov

 omogocalo bo komunikacijske poti med do sedaj
nepovezanimi hapravami

e tehnoloski pripomocki bodo zaziveli novo Zivljenje.

S tem bodo ljudje dobili nove storitve, ki bodo sluzile ljudem
in bodo temelj boljsim zivljenjskim pogojem.
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o 35655 nere

N
‘ COMMUNITIES LABS LEARN SUPPORT FORUM SHOP Hi Tom * -
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NETWORK

You are the network.

Our network is built by you - the people. You can contribute by placing a gateway and expand
our network. The more gateways are placed, the larger the coverage.

At this moment, there are 3413 gateways up and running

B, A3 0
o] 9 _® 9

| 3000 km | J
2000 mi Leaflet | © OpenStreetMap contributors



Zdruzimo znanje in naredimo o
‘ SkupnOSt! THE THINGS

. NETWORK |
THE THINGS NOV A GORICA
NETWORK

Complete the five steps to become an official community of The Things Network.

Slovenia

Ajdovscina
Maribor

Nova Gorica




Kako deluje?
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DEVICES GATEWAYS NETWORK APPLICATION
SERVER SERVER

odprtokodne resitve: https://www.loraserver.io/

zaston|ske storitve: The Things Network
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LoPy (€29.95)
MicroPython
hitps://pycom.io/

LoRa transceiver

32Mbit
flash memory

U.FL connector

ESP32 dual core
microcontroller
and WiFi/Bluetooth
4.2 radio

RF switch ————d

Internal WiFi and
Bluetooth antenna

Hitri prototipi za PoC

2

External LoRa
antenna connector

~ RGB heart
beat LED

3V3 ultra low noise

switching regulator

1

Reset switch


https://pycom.io/
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- Semtechov standard UDP port 1700
- TTN Gateway Connector Protocol (gPRC, MQTT)

- latenca
- redundancnost
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“Single channel gateway”
VS.

standardni LoRaWAN prehod

- LoPy (en kanal, ne deluje s std napravami)
- rP1/ IMST 1C880
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TTN Mapper:
http://ttnmapper.org/

- Mobilna aplikacija+node
- “tracker” (GPS)



http://ttnmapper.org/
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Uporabniski vmesnik
aie TheThingsNetwork.org
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& console.thethingsnetwork.org

APPLICATIONS GATEWAYS




Omrezje in zaledna infrastruktura
\ TheThingsNetwork.org
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< ' | @ Varno https://console.thethingsnetwork.org/applications/s56g_app_001/data Yo :"'l O 4 R 42
n THE THINGS Applications Gateways e s56g v

Applications £ s56g_app_001

no fields

Metadata

"time": “2017-03-87T709:50:11.552669389Z2",
"frequency": 868.1
"modulation™: “LORA",
"data_rate": "SF7BW125",
"coding_rate": "4/5",
"gateways": [
{
“gtw_id": “"eui-24@acafffedodSea”
“"timestamp": 76813011,
“time": "2017-863-07T09:50:11.732692Z",
“channel": @,
"rssi": -37,
“snr": 26,
“latitude": 45.920963,
“longitude": 13.635129
}

atitude"”: 45.930458,
"longitude": 13.6396885,
"altitude": 9@

]

connected

You are the network. Let's build this thing together. — The Things Network
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® "\’V/’A I FT ﬁOpenSen .
COLLOS

Ca yenne collaborative location service

AllThingsTalk Maker Cayenne Collos IFTTT Maker OpenSensors TTN Mapper
v2.6.0 v2.6.0 v2.7.4 v2.6.0 v2.6.0 v2.7.1
AllThingsTalk myDevices Semtech Corporation The Things Industries BV. The Things Industries BV. JP Meijers
EVRYTHNG HTTP Integration
v2.6.0 v2.6.0

EVRYTHNG The Things Industries BV.
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Cayenne

Powered by myDevices

Cayenne LPP
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Last data packet sent: March 27, 2018 2:09:04 PM
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Node-RED
Q 4 @robert Flow X @tmz @Tom B nfo debug
v input — Y o
msg.payload
pysenseapp { J
o @ cor debeluh.iot.novagorica.eu:8086/TTNgwSensors pysenseapp
catch
i weather_stations/iotgogw_02 = — json —
@ connected / iot.itigra.net &
Lt < i i j
flatten — debeluh.iot.novagorica.eu:8086/TTNgwSensors wx_iotgogw_02 O .
matt
hitp ttn_node debeluh.iot.novagorica.eu:8086/TTNgwSensors ttn_node £ ZoomOut » @ Last 6 hours
o cle
websocket
ttn_s56g_lopyPM = debeluh.iot.novagorica.eu:8086/TTNgwSensors ttn_s56g_lopyPM Inside temperature
- G \
udp msg.payload =
ttn device maks request O (~—,
/
< h — fl — -
ttn message ttp request latten FormatTimestamp —
v output e debeluh.iot.novagorica.eu:8088/TTNgwSensors iotgogw_04

12.3 °C 24.3 °C

Outside temperature Inside temperature

== msg.payload.mean == msg.payload.mean

20 ppm
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Aplikacija: senzorji prasnih delcev na
. solskih igrisc€ih in vrtcih
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< iot.itigra.net

The Things Network Console Grafana - loT Nova Gorica

22 10T Nova Gorica ~ W ZoomOut » @Last24hours &
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{9 88 Particulate matter @ Sempeter -

PM 10 (STD) 24h mean
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w= PM.mean.1h == PM.current

PM

PM 2.5 (STD) 24h mean PM 1.0 (STD) 24h mean
45 Hg/m? 31 Hg/m?

PM 10 (STD) 1h mean value

PM 2.5 (STD) 1h mean value

hours Refresh every 15m

CPU temperature




Meritve vodostaja
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Meritve visine podtalnice

88 Slap - Groundwater Levels ~
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-585 cm -518 cm

P1- Measurements P2 - Measurements

1

2018-02-08 11:14:40 2018-02-10 10:19:05

2018-02-08 05:11:59 2018-02-10 08:18:41

2018-02-07 23:09:19 2018-02-10 06:18:01

P1 - Levels P2 - Levels

-350
-400
450
-500
-550

-600 -450

-650 -500
121 12/16 121

Water Level Water Level

Enclosure - Device A
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VinO
Q&A




